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1 System Overview

Access Professional Edition System (hereunder referred to as

Access PE) consists of four modules

—  LAC Service: a process which is in constant communication
with the LACs (Local Access Controllers — hereafter
referred to as Controllers). AMCs (Access Modular
Controllers) are used as Controllers.

—  Configurator

—  Personnel Management

- Logviewer

These four can be divided into server and client modules.

The LAC service needs to remain in constant contact with the

controllers because firstly it constantly receives messages from

them regarding movements, presence and absence of

cardholders, secondly because it transmits data modifications,

e.g. assignment of new cards, to the controllers, but mainly

because it carries out meta-level checks (access sequence

checks, anti-passback checks, random screening).

The Configurator should also run on the server; however it can

be installed on client workstations and operated from there.

The modules Personnel Management and Logviewer belong to

the Client component and can be run on the Server in addition,

or on a different PC with a network connection to the server.

The following Controllers can be used.

- AMC2 4W (with four Wiegand reader interfaces) - can be
extended with an AMC2 4W-EXT

—  AMC2 4R4 (with four RS485 reader interfaces)
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1.1 Restrictions and options

You can use Access PE for systems that do not exceed the
following thresholds for connectable components and

manageable data volume.

Max. 10,000 cards

Up to three cards per person

PIN length: 4 to 8 characters (configurable)
PIN types:

- Verification PIN

- Identification PIN

- Arming PIN

- Door PIN

Access variants:

- Only with card

- Only with PIN

- PINorcard

Max. 255 time models

Max. 255 access authorizations

Max. 255 area-time authorizations

Max. 255 authorization groups

Max. 16 workstations

Max. 128 readers

Max. one |/O extension board (AMC2 8I-80-EXT, AMC2
161-160-EXT or AMC2 16I-EXT) per Controller
The following restrictions apply to each controller type:
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Controller AMC2 4W |AMC2 4W AMC2 4R4
Readers/entrances with AMC2

4AW-EXT
Max. readers per 4 8 a
AMC
Max. readers per 1 1 a
interface/bus

Table 1.1: System limits — readers and entrances

Video system — restrictions and options

- Max. 128 cameras

- Up to 5 cameras per entrance

— 1 identification camera

— 2 back surveillance cameras
— 2 front surveillance cameras
—  You can configure one of these cameras as an alarm

and log book camera.

Offline Locking System (OLS) — restrictions and options

- Max. 1024 doors

—  The number of entrances and authorization groups in the
authorizations depends on the dataset length that can be
written to the cards.

- Max. 15 time models
— Up to 4 periods per time model
—  Max. 10 special days/holidays (from the online system)
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1.2 Installation on one computer

The following figure shows a complete Access PE system
installed on a single computer. Controllers can be connected via
a serial interface. If a dialog reader is used then this is also
connected via a serial interface.

PC with Server and Client Applications

Server Client

Configurator Logviewer

Personnel-

LAC Service Management

Network (TCP/IP)
optional:
serial (R5-232/-485)

Dialogreader
II Controller {optional)

—— receive Data (read)
44— transmit Data (read and write)

(optional)
serial (RS-232/-485)

Figure 1.1: System Overview - Single Computer Configuration
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1.3

Installation on multiple computers

The following figure shows an Access PE system distributed
across 2 computers. This is particularly beneficial in cases
where the Server to which the Controllers are connected is in a
locked computer room, but the personnel data is maintained,
for example, by the personnel department elsewhere.

The Access PE Client can be installed on up to 16 computers,
which access common data on the Server via the network.
Client workstations can be configured to use two monitors.
Window positions maintained by the operating system, ensure a
familiar operators’ environment across login sessions.
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PC with
Client Applications

PC with Server Processes

Configurator

Configurator

Logviewer

Netwaork
(TCPAP)

Personnel-
Management

LAC Service

(optional)
serial (RS-232/-485)

Netwark (TCP/IP)
optional:
serial (R5-232/-485)

—_—p receive Data (read)

Enreliment
Reader

+——p transmit Data (read and write)

Figure 1.2: System overview - Distributed System

1.4 System Prerequisites

The installation of Access PE requires:
Operating Systems (one of):

-  Windows XP SP2 Professional

- Windows XP SP3 Professional

- Windows 2008 Server

- Windows 7

Other software:
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To run the AmclpConfig application supplied (and the
Bosch Video SDK), you need the .NET Framework 4.0
platform.

To create and display lists and reports, you must install
Crystal Reports applications.

Separate setups are available on the installation CD.
Hardware Requirements
Both Server an Client require a Standard Windows PC with:

4 GHz CPU

4 GB RAM at least

20 GB free disk space (Server)

1 GB free disk space (Client)

100 Mbit Ethernet Network Card (PCl)
Graphical adapter with 1024x768 resolution and 32k colors
Resolution support:

1024 by 768

1280 by 1024

2048 by 768

2560 by 1024

CD/DVD-ROM Drive

I/O Expansion Option

USB Keyboard and Mouse

Notice!

md 0

Microsoft Windows XP Professional is required for any video
integration.

Please consult the documentation of the chosen devices and
ensure that you can use an operating system supported by both

software and devices.
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General

Introduction

Access PE is an Access Control System which has been
designed to offer the highest standards of security and flexibility
to small and medium sized installations.

Access PE owes its stability and upgradeability to a 3-tier
design: The top tier is the administration level with its
controlling services. All administrative tasks are carried out
here, e.g. the registration of new cards and the assignment of
access rights.

The second tier is formed by the Local Access Controllers
(LACs) which govern each group of doors or entrances. Even
when the system is offline a LAC is able independently to make
access control decisions. LACs are responsible for controlling
the entrances, governing door opening times or requesting PIN-
codes at critical access points.

The third tier consists of card readers which, like the
Controllers, are identical across all BOSCH access controls.
They provide not only a consistently high degree of security, but
also a simple upgrade and expansion path for the system,
protecting previous investments.

Access PE multi-user version allows multiple workstations to
control the system. Customizable user rights levels regulate
access and guarantee security. In this way it is possible, for
example, to maintain card data from one workstation whilst
using another to verify whether an employee is present in the
building.

Access PE offers exceptionally flexible configuration of access
rights, time models and entrance parameters. The following list
gives an overview of the most important features:

Quick & Easy card Assignment
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Cards (up to three) can be assigned to persons either manually
or using a dialog reader connected to a PC via a serial
connection. Only one card can be active per person at any one
time. When upgrading cards the old card is automatically
overwritten and becomes invalid, thus preventing old cards from
gaining access even if those responsible forgot or were unable
to cancel them.

Access Rights (including Group Privileges)

Each person can inherit group privileges as well as having
individual rights assigned to him. Privileges can be restricted by
area and time to an accuracy of one minute. Group privileges
can be used to grant and limit access rights for any or all
cardholders simultaneously. Group privileges can be made
dependent on time models which restrict their access to certain
times of day.

Access tracking

By defining Areas it is possible to track and enforce a correct
sequence of accesses. Even without monitoring, this
configuration makes it possible to display a cardholder's
location.

Anti-Passback

When a card has been read it can be blocked for a defined
period from entering at the same access point. Hence it is
possible to prevent "passback", where a user hands his card
back across a barrier to provide access for an unauthorized
person.

Automatic Cancelation of cards upon Expiration

Visitors and temporary staff frequently require access for a
limited period only.

cards can be registered for a specific time period, so that they
automatically lose their validity when that period expires.

Time Models and Day Models
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A cardholder can be assigned to specific time models which
regulate the hours in which that person has access. Time
models can be defined flexibly using day models which
determine how specific weekdays, weekends, holidays and
special days deviate from normal working days.

Identification via PIN-Code

Instead of a card a person can use a special PIN-Code to enter.
Verification via PIN-Code

Particularly sensitive areas can be programmed to require
additional PIN-Codes. This protection can in turn be made
dependent on time models, so that, for instance, a PIN-Code is
only required for access during holiday times or outside of
defined working hours.

Flexible Door Management

Flexible parameterization of individual door models allows an
optimum balance between security and comfort. The "shunt" or
alarm suppression period can be individually specified to
regulate for how long a door may remain open. In cooperation
with an alarm system the access point can then optionally be
locked.

Periodic Door Release

In order to facilitate access, door alarms can be shunted to
release doors for specific periods. Door release periods can be
defined manually or automatically via a time model.

Time and Attendance

Access points can be parameterized to record ingress and
egress for time & attendance purposes.

Card Design

The graphical add-in module Card Personalization (CP) is fully
integrated into the Access Control system to allow the operator
to create cards without switching applications.

Assignment of Photos

If the add-in module Card Personalization (CP) is not activated
photographic identification can nevertheless be imported and
associated with cardholders.
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Offline locking system

Areas which are not covered, for whatever reason, by the high-
availability online access control system can nevertheless be
locked offline.

Administration of video devices

Entrances can be equipped additionally with cameras to identify
and track the movements of persons using them.

2.2 User Login

—  Start the user applications using the desctop icons:

] Personnel Management

' Configurator

= Logviewer

ﬁ«& Map and Alarm Management
e Video Verification

or choose the tools via : Start > Programs > Access
Professional Edition

—  Start the : Map & Alarm Management application using the

desctop icon H‘i or via : Start > Programs > Access
Professional Edition > Map & Alarm Management.

—  Start the : Video Verification application using the desctop
icon #% or via : Start > Programs > Access Professional
Edition > Video Verification.

—  Start the : Configurator application using the desctop icon
# or via : Start > Programs > Access Professional Edition >
Configurator.
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—  Start the : Logviewer application using the desctop icon &
or via : Start > Programs > Access Professional Edition >
Logviewer.

—  Start the : Personnel Management application using the
desctop icon ® or via : Start > Programs > Access
Professional Edition > Personnel Management.

The system's applications are protected from unauthorized use.
A login with a valid username and password is required in order
to invoke the dialog-based subsystems.

w= Access Professionall Edition - User, Login

Language selection

Language |EN - English ﬂ

User
Start the application

Username |

Delete contents
Pazzword
LCancel

The upper drop-down list can be used to select the desired
interaction language. The default is that language which was
used to install the application. If there is a change of user
without restarting the application then the previous language is
retained. For this reason it is possible for a dialog box to appear
in an undesired language. In order to avoid this, please log in to
Access PE again.

Access PE applications can be run in the following languages:

- English

- German

- Russian

- Polish

—  Chinese (PRC)
-  Dutch

—  Spanish
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—  Portuguese (Brazil)

md 0

Notice!

All facilities such as device names, labels, models and user-
rights schemes are displayed in the language in which they
were entered.Similarly buttons and labels controlled by the
operating system may appear in the language of the operating
system.

If a valid username/password pair are entered then the button :
Change Password appears. This can be used to start a new
dialog to change the password.

The button Start the application checks the user's privileges
and, based on these, starts the application. If the system is
unable to authenticate the login then the following error
message appears: : Wrong username or password!

Login via Personnel Management

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include the
other tools, he can start the : LogViewer, : Configurator, : Alarm
Management and : Video Verification using the toolbar buttons.

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include :
LogViewer, then : LogViewer may be invoked directly using the

button in the tools list, without requiring a separate login to
the LogViewer application.
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2.3

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include :
Configurator, then : Configurator may be invoked directly using

the é& button in the tools list, without requiring a separate
login to the Configurator application.

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include : Video
Verification, then : Video Verification may be invoked directly
using the 8 button in the tools list, without requiring a separate
login to the Configurator application.

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include : Alarm
Management, then : Alarm Management may be invoked

directly using the e button in the tools list, without requiring a
separate login to the Configurator application.

Menu and Tool bar

The following functions can be invoked via the menus, the icons
in the toolbar or specific keyed shortcuts.

Function Icon/ Description
Shortcut
Menu File
New @ Clears all configuration dialog

Crtl + N |boxes (except for default
settings) in order to define a
new configuration.
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Function Icon/ Description
Shortcut
Open... & Opens a dialog box to select a
Crtl + O |different configuration for
loading.
Save E Saves changes into the current
configuration file.
Crtl+S
Save as... Saves the current configuration
into a new file.
Activate Activates a loaded configuration
Configuration and saves the hitherto active
configuration.
Send & Propagates saved configuration
Configuration to changes to the LAC-Service.
LAC
List recently Opens configurations directly,
active circumventing the Open
configurations function's selection dialog.
Exit Shuts down Access PE
Configurator.
Function Icon/ Description
Shortcut
Menu View
Tool bar Toggles display of the tool bar
(default = on).
Status bar Toggles display of the status bar
at the bottom edge of the
window (default = on).

Bosach Access Systems GmbH 2014-06 | 3.0 | Installation Manual



20 en| General

Access PE 3.0

Function

Icon/
Shortcut

Description

Menu Configuration

General

Opens the General Settings
dialog for setting up Controllers
and general system parameters.

Input signals

Opens the dialog box for
parametrizing input signals.

Output signals

Opens the dialog box for
parametrizing output signals.

Entrances

Opens the Entrances dialog for
parametrizing doors and card
readers.

Areas

Opens the Area Configuration
dialog for dividing the protected
installation into virtual areas.

Holidays

Opens the Holidays dialog box
for defining holidays and special
days.

Day Models

Opens the Day Models dialog
box for defining time periods
within a day for the activation of
access functions.

Time Models

Opens the dialog Time Models
for defining timezones
dependent on days of the week
or calendar.
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Function Icon/ Description
Shortcut
Personnel L Opens the dialog box Personnel
Groups Groups for dividing personnel
into logical groups.
Access & Opens the dialog box Access
Authorization Authorization Groups for
Groups defining groupings of
authorizations to entrances.
Offline locking |~ Opens the Offline locking
system system dialog for configuring
special elements of the
installation (Entrances, Time
models, Authorization groups).
Display Texts Opens the dialog box Display
texts for editing the texts to be
displayed at the card readers.
Log Messages & Opens the dialog box Log
Messages for editing and
categorizing log messages.
Additional @/ Opens the dialog box
[mATEES

personnel fields

Additional personnel fields for
defining data fields for
personnel.

Wiegand - cards

Opens the dialog box Wiegand-
cards for defining the structures
of card data.

Administering
video devices

Opens the Video devices dialog
for configuring cameras to be
used in video verification.

Bosach Access Systems GmbH
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Function Icon/ Description
Shortcut
Map Viewer and » Opens the Map Viewer for an
Alarm areal view of maps and control
management devices and the alarm list for
alarm handling.
Menu ? (Help)
Help topics @ Opens this help text.

About Access
Professional
Edition -
Configurator

Displays general information
about Access Professional
Edition - Configurator

2.4

General system settings

General system settings are displayed below the list of
controller settings. These are valid for all installations.

Defalt card data

Country code |00

LAC subsystem process

Customer code 056720

Pall interval on serisl connected LAC inms {200 ==
Read-timeout on serisl connected LAC inms {500 =

Create Tadata at [0001 =

I Export personnel and TA data

¥ Show welcome/leaving message

¥ Show cardholder name in display

PIN code

Mumber of digits |4

I use separate DS pin

Murnber of retriss befars blocking [3 =2

Directories
Diatabase |C:\BOSCH ACcess Professional Edition\PEAD ata\Dt

Event log |E'\EEISEH\Access Professional EditiontPESD ataih:

Import files |E:\EUSEH\Access Professional EditiontPESD atabim

Export fles |C:ABOSCHAACcess Professional Editiont PEAD ata'Ex

[EQIETD

DLL-fies |C:\BOSCH\Access Professional Edition\PESDalabDI

Fictures G0 CHAAooess Professional Ediion FEADalaFi

Test logs |E:\EUSEH\Access Prafessional Edition\PEAD atatLa

Parameter Default Description

value
Country Code 00 Some card data are appended
Customer Code | 056720 to the manually entered card

number.
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Parameter Default Description
value

Poll interval on | 200 The time interval in milliseconds
serial between pollings by the LAC-
connected LAC Service to verify intact
in ms connections to a controller.
Read-Timeout 500 Range of values for poll interval:

. 1to 500
on serial Possibl | ; q
connected LAC ~055| e values for rea
. timeout: 1 to 3000
in ms
Create TA data |00:01 Specification of the time at

at

which the Time & Attendance
data file should be created.

Export
personnel and
TA data

deactivated

When activated this option
causes time & attendance data
to written continuously to the
export file.

When not activated the data file
is created at the time specified
by the parameter Create TA
data at.

The file containing attendance time-stamps is created in the

following directory:

C:\Program Files\Bosch\Access Professional Edition\PE\Data

\Export

Under the name TA_<Current date YYYYMMDD>.dat

Bosach Access

Systems GmbH
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Parameter Default Description
value

Show welcome/ | activated Given appropriate reader type

leaving and settings (Arriving, Leaving

message or Check ok in the Entrances
dialog) the reader will display
those welcome and leaving
texts which are stored for the
cardholder in the Personnel
Data dialog of the Personnel
Management application.
Does not apply to Wiegand
readers.

Show aktiviert Readers with display will show

cardholder the Display Name as stored in

name in display the cardholder's Personnel
Data.
Does not apply to Wiegand
readers.

Number of 4 Determines the number of

digits digits a verification or arming

PIN requires.

This setting applies also to the
door PIN which can be set
during the configuration of
entrances.

Possible values: 4 to 8
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Parameter Default Description

value
use separate If no separate IDS PIN is set,
IDS PIN then a verification PIN can be

used to arm the IDS.

Only if the check box is
selected do the input fields for
the arming-PIN become active
in the Personnel dialog screen.
In this case the verification PIN
can no longer be used to arm
the IDS.
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Parameter Default Description
value
Count of retries |3 Number of failed attempts to
before blocking enter the PIN. If the cardholder
mistypes the PIN this many
times then s/he will incur a
system-wide block which can
only be removed by an
authorized system user
(Personnel Management).
Possible values: 1 to 9
Directory paths |C:\Program | These are the default paths. The
to: Files directories for import, export
Database \BOSCH and image files can be changed.
Log file \Access
Import files Professiona
Export files | Edition\PE
DLL files \Data...
Image data \Db
Test-Logging \Msglog
\Import
\Export
\DlII
\Pictures
\Log

Notice!

When using Wiegand controllers and readers, in order to use

Identification-, arming- or door-PINs the Wiegand card definition
PIN or Card (Nr. 6) needs to be activated.
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2.5 Layout of the main dialog

The dialog consists of the following parts:

e 2 <

1= Menu bar — contains dialog functions displayed
according to the menu order.

2= Toolbar — contains shortcut keys for the most
important dialog functions.

3= Title bar — conforms to Windows standard and
contains buttons for minimizing or closing the dialog
window. The name of the registered user appears in
square brackets.

4 = Personnel table — lists all people known in the system
along with their attendance status (authorization and
location).
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5= Dialog field — the first time this field is opened or
when no user is logged in, it shows a neutral image
(map of the world). When an entry is selected from the
Personnel list, this person's data is displayed.

6 = Online swipe — lists the last five people (with
database image) that have swiped their cards at the
entrance selected.

7= Device status — lists the configured devices and
entrances along with their connection status. Enables
door control functions.

8= Event display — faults are indicated by a flashing red
bar (flashes three times) with details on the cause.

9= Status bar — displays information on buttons and

2.6

menu entries that are controlled with the cursor.
Status display on card personalization program (CP),
dialog readers and LAC service.

When you enable the Video Verification component, additional

facilities will be added to this dialog; see Personnel
Management.

When you enable the Video Verification component, additional
facilities will be added to this dialog.

Menu and tool bar

The following functions are available via the menus or the icon
buttons.

Function Icon Description

Menu Options

Refresh

Refreshes the Personnel list

e
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Function

Icon

Description

Exit

Exits the Access PE Personnel
Management application

Menu Persons

New person

o+

Opens a blank personnel and
card data dialog

Modify person

Opens the personnel and card
data dialog with the data of the
selected person.

Delete person

Deletes the selected person
(after confirming a safety check
dialog).

Transmit selected
person to the LAC

Transmits the selected person's
data to the LAC service and

service reports success.

Transmit all Transmits all persons' data to
persons to the the LAC service and reports
LAC service success.

Set all persons
absent

Sets all persons absent (after
confirming a safety check
dialog).

Set location of all
persons present
to unknown

Sets the location of all persons
to unknown and deactivates
access tracing for the next
booking of each person.

View/print reports

Sl

Calls the dialog for creating
report lists.

Bosach Access Systems GmbH
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Function Icon Description
List Restricts the persons shown to
control |those of the selected group.
=
Menu View
Symbol bar Toggles display of the tool bar.
Default = on.
Status bar Toggles display of the status

bar. Default = on.

Personnel data:
State

Card No.
Personnel-No.
Company
Personnel Group
Phone

Location

Choice of columns displayed in
the personnel overview in
addition to symbol and name
columns.

Default = State - Company -
Location

Menu Door management

open door

These
functio
ns are
also
availabl
e via

The entrance selected in the
device list is displayed and can
be opened (one-off).
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Function Icon Description

Long-term open the The entrance selected in the
context | device list is displayed and can
menu | he opened (long-term).
(right '

lock door click on The entrance selected in the
the device list is displayed and can
desired be locked.
door/
entranc
e)

Menu Tools

User logon Log in/off Personnel

management.

Execute the
Configurator

&

Executes Configurator and
transfers data from personnel
management.

Execute log & Executes Log viewer and

viewer transfers data from personnel
management.

Execute Video 22 Starts the application for

verification executing video verification.

Execute Alarm and | & Starts the Map viewer and

Map management Alarm management processing
application.

Video panel | Shows four displays in the
dialog field for individual video
camera feeds.

Properties Opens a dialog box for general

system settings.

Menu ? (Help)
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Function Icon Description

Help topics @ Opens this help file.

About Access Displays information about
Professional Personnel Management.
Edition -

Personnel

Management

2.7 Layout of the main dialog

Devics tatus Date |Lac/PC |auo=~uup| |melﬁwlﬂm \ Ho. | Me|
= LAC £ 1405 2009151353 WEHEMK | bosch Conhgustor B
= B Man entsance - rath | ey 14052009 151357 WSNEME bosch Confguistor 200
G:me o it i e — e =
8 ance o | | 1405208151535 WSHEMK boach Persornel Mansgement m
s conbol e | by 14052009 1515:41 WSHKMK | bosch Configuator 501
= I Enanced 90 1405 2008151541 WSHEMK basch Cofgusion an
[B Acoess conbolvee | 5 14,05, 2008 151541 [rral | 6
= B Enoncet B |1msam1sisa LAC1 18
[B Access contdves |y | 14052009 151553 WSHEMK [ Persornel Mansgement 200
= ¥ Entiance 5 <3 1405 2009152328 WEHEMEK Confguator 20
[ Access contiol | 3 14,05, 2009165216 WEHEMK | Confgustor a
= B Entiance & 30 14,05, 2009 165317 WSHEMK bosch Porsornel Mansgement m
< contiol | e 15,05, 2008153018 WSHEMK. basch Conigusior 20
= B Entisnce-? = 150520091530 29 WENEME | bosch Logvinmer 20
[Bx Access c ontol | 3 15062008 153118 WSNEMK |beseh Loguiewer |
= B Eniance =3 15062008 153031 WNEMK baich Logtuchauiwesting 20
[t Access contiol (3¢ 1505200153208 WSHEMK | boseh n
< > | % 15,05 2008 153244 WSHEMK bosch Confguator Fol
o e = | 1esammzn WENEMK | bosen m
= S e = RIS >
I 16,06 2000 (932 4 LAC1 9|
"! m & 18052000 (3358 LACT 8
3 b eezesuz Lacse sl
= 2 — - T — =
i) R T [ i i 1
1= Menu bar - Contains all dialog functions arranged in
menus.
2= Tool bar - Contains the most important dialog
functions as icon buttons
3= Title bar - Conforms to Windows standard and

contains buttons to minimize and close the main
dialog window. The name of the current user is
displayed in square brackets.
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4= Device status - List of the configured devices and
entrances along with their connection status.

5= Message list - List of messages arrived hitherto. The
display can be modified by specific filter settings.

6= Filter selection - Predefined and customized filters
can be selected from the combo-box.

7= Alarm activation - Triggers the activation/
deactivation of alarms for messages. An incoming
message can be accompanied by an acoustic signal.

8= Status bar - Dates of the log files opened. Status of
the LAC Service. Alarm settings.

2.8 Menu and Tool bars

The following functions are available for log evaluation via
menus and icon buttons.

Menu Function Icon Description
button
File Print... Print the log messages
displayed
Exit Closes the LogViewer
application.
Filter Filter b d Opens the message
definition filtering dialog.
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Menu Function Icon Description
button
Continuous |B Starts continuous
mode on message display. This
icon is only active
when the function is
not already running
and the message filter
is set to the current
day.
Continuous message
display is the default
setting.
Continuous |G Pauses the continuous
mode off message display. This
icon is only active
when continuous
message display is
running.
Events @ Switch to previous
previous day's messages.
day
Events next | & Switch to next day's
day messages.
View Symbol bar Hides/Displays the
tool bar.
Default = on.
Status bar Hides/Displays the
status bar.
Default = on.
without a menuitem
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Menu Function Icon
button

Description

q

=%

? (Help) Help topics |@

Opens this help file.

About Opens Help About
LogViewer Access PE LogViewer.
2.9 Enrolilment Configuration

Enrollment Readers (RS 232) > Tools > Settings calls a dialog
in which it is possible to perform basic configuration tasks

(activate, modify) from any workstation.

— Administrative workplaces, where persons are assigned

cards, can be fitted with an enrollment reader. This must be

parameterized and configured acco

rding to the

manufacturer's specifications, or those delivered with the
device. If an enrollment reader is set up then manual card

checking is deactivated.

The required settings for supported readers are:

Reader name BAUD |[D |P |S
DELTA 1200 Prox RS232 9600 |8 |N |1
DELTA 1200 iClass RS232 57600 |8 |E |1
DELTA 1200 USB Hitag, Legic, Mifare 9600 |8 |N |1
DELTA 1200 RS232 Hitag, Legic, Mifare 19200 |8 [N |1
Rosslare ARD-1200EM USB 9600 |8 |N |1
LECTUS secure 5000 MD 9600 |8 |N |1

Bosach Access Systems GmbH
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D = |Data bits N = |none
P = | Parity E= |even
S = |Stop bits O= |odd

F ™
Change Configuration m

Aftention:

Thiz properties will be activated immediately. Thiz may take some time [look at the
statuz bar).

This properties will be stared permanently and will already be activated after a restart of
your computer,

¥ Dislog Feader Reader [WeIN [ ECTIS Enrall 5000MD - MIFARE Data Becord(iid

Card type IHID 26 - Standard “Wiegand 26 Bit Code LI

Serial port IEDME: vl
Baud rate ISEUD vl

Paity @ none ¢ even ¢ odd
Data bits & 7 (O
Stop bitz @+ 1 2

V¥ CP spstem for card personalization installed

¥ Connect to LAC service [transmit all card changes immediately to the subsystem) ||

[~ Donot show dialog for edit and view internal card information

cacel_|

— If the system has been installed with the optional Card
Personalization (CP) module then the corresponding check
box is selected in settings. Unchecking this box blocks all
functions for card design/creation.
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— In addition the automatic transfer of personnel data via
Connection to the LAC Server is also checked. This box
should always remain checked.

— The display of card information during card assignment can
be disabled here. This display is only necessary when,
contrary to default settings (see General Settings in Access
PE Configurator) card data are required which do not
conform to the company standard settings.

2.9.1 Enrollment via AMC connected readers

Make sure that

at least one reader is configured with a Door

Model 06¢c, which is the door model for enrollment.
Start the Configuration Browser and select a Local Access
Controller (LAC) (e.g. AMC2...)

.
¥ Active.act - Access Professional Edition - Configurator - [bosch] = i

File View Configuration 2

=g 1Ny

BENFILHCOD @S

> BB

/% oo

=) Settings

LAC+
Local access contraller

22l x|

No. . [ Address| Type Project version | Connection Serialno. | Version
0.05 UDP. 0.05

00015NONE 50,06

Default card data

Country code 00 Customer code 056720

LAL subsystem process
Pall interval on serial connected LAC inms 200

Read-timeout on serial connected LAC inms 500

G| BR| R

Create TA-data at - 00:07

[C1Expart personnel and TA data

[T Show welcomedleaving message

[T Show cardholder name in display

FIN cade
Number of digits 4 % Mumber of retries before blocking 3 %

[ use separate 1DS pin
Directories

Database C\BOSCHAACoess Professional Ediion\PE\DatzDE
Eventlog C°BOSCHWAGTess Professional Ediion PEAD ata: |
mpot fles CBOSCHAACcess Professional EdiiontPE\Datahim [
Export fles CABOSCHYAGoess Professional Ecion\PE\DalatEx [
DLLiles C:\BOSCHWAceess Professianal Ecitiont PED ata\ DIl
Fictures CHBOSCHAACcess Professional EdtiontPEDataAPic [ ]

Testlogs C:\BOSCH AGcess Professional Edition\PE\D atakLo

Press Fl for help

8 LAC-Service online NUM
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Click the Entrances symbol an add a new Entrance reader:

¥ Active.acf - Access Professional Edition - Configurator - [besch]

ey =)

File View Configuration

B H

FRE=WFs 4

3|22 ¥ | @ @ 8

Entrances

<

Seltings
e 1 GID 1 Model 0Bc-Reader for Ta
Door seftings
Activation ime 40 5 140
Opentime 300 5140
Camers activation time S 1M0s
latm suppressian time = 1m0s

for control mechanism
Eniry reader settings

J—— Random personnel scresring Rale & % With keypard
Aiiving Antipassback Timeout amin  Groupid
e Eriry a5 group . required number of persons 2] Persans
Check ok N time modsl check Motor move-in conligue
Push bution
[T] Wwith video verification
Exit reader seftings
@ hocess only Random personnel scresring Rale o With keypard
Aaiving Antipassback Timeout g min. Groupid
e N time modsl check Motor move-in ——
Puish DU e enabled when aimed
with videa verfication I
Unlock door PIN code at entry reader
Normal Mone PIN or card
Longtem open Aluays DoarPIN
P time mode| P time model
oy per ime model —
At use Ot tine odel
Activation of motarlock g:ésgiut\slm:s';udel pertime model
P fime mods, none ~ - none -

Droor contact

Bolt contact

Pt of  docr-comples
Intrusion events

Door status events

Press Fl for help

B3 LAC-Service online

The dialog window Define Entrance opens:
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BE= s el WIF rircllement reader AbdC

r ™
Dene e ) g g M M

Flease configure LAC, GID and doormodel

Lac GiD

D'oor model [ 0B - Reader far Enroliment - ]

Yideo verfication  Sury, camera: Video configuration

Reader configuration
Reader type Address [1..8)

: o

reader

. Device data { Search device
P from cache data ;

In this dialog:

—  Enter a Description (e.g. Enrollment Reader AMC)

— Select a LAC and a group ID (GID)

—  Select a reader type (e.g. Wiegand)

—  Select a number between 1 and 8 as Access Reader
Address

Click OK to conform the enrollment configuration.
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To assign the configured enrollment reader to a specific
workstation, you have to change tot he APE client.
—  Select Tool > Properties.

f ™
Change Configuration m

Attention:

This properties will be activated immediately. Thiz may take zome time [look at the
statug bar).

Thiz properties will be stored permanently and will already be activated after a restart of
your camputer.

I Dislog Reader Reader type | aMC Readers Wiegand, 474 [4MC) -]

Reader I Enrollement reader Ak C

Enrollament rea iC

v CP system for card personalization installed

¥ Connect to LAC service [transmit all card changes immediately to the subsystem) |

[ Do not show dislog for edit and view intemal card information

ven_|

Select an available enrollment reader to activate the enrollment
process.

b

Confirm that your enrollment reader is online.
If you don’t get an immediate response, restart the Personnel
Management dialog.
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B Access Profesional Eton -Persormel Management-[bosehl L o e

Options Persons View Door management  Tools 7

=i BE

e 7 0 28 B @

@ BOSCH
I Search
Name Company / Dep. /| Location
Ad o o Administrator
1 |jkghikhg —unknown
B | Testperson | |~ unknown —
(Person has no card assigned)
Bzt St T~ Set present
Remark |
Memo Bame
previen
Memo
it
Location
. o
Specia messages on the reader Codstotss
Mame [Administator @i
& vald c
O arival |
€ selected forrandom screening
Onleaving
Save el | Close
Device states | Areas | video devices
LA
E-§if Access point
B Access contol eader
-8 Emollement reader AMC
[B Access control reader ! !
Ready | = CPonline | B8 Reader online | B8 LAC-Service online [ Inum |
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3 Installation

In addition to the access control applications Personnel
Management, Configurator and Logviewer, Access Professional
Edition Installation also includes a facility for setting up the
LacSp (LAC Subprocess) service and the Card Personalization
automatic background process (if CP is to be installed).
The following applications are also installed and can all be
accessed via Start > Programs > Access Professional Edition.

- Alarm Management

- AMC IP Configuration

-  Badge Designer

- Bosch Video Player

—  Card Personalization Configuration (German and

English)

—  Card Personalization Interface

— Database Management

- Video Verification

Notice!

If you wish to migrate from [MISSINGDISPLAYTEXT: Access
Personal Edition] to [MISSINGDISPLAYTEXT: Access
Professional Edition], you should first remove the existing
software via [MISSINGDISPLAYTEXT: Start > Settings >
Control Panel > Add or Remove Programs] before installing

the new software, making use, if necessary, of the data backup
feature described in the installation guide.
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3.1 Requirements

You must have the following software components to enable
fault-free operation of the Access PE software and its tools.
If these software components are not available on your
computer, you can install them from the Access PE installation
CD. Details regarding the products you require are as follows.
1. dotnetfx40.exe (= .NET Framework 4.0)

is needed for...

- ... the AmclpConfig application for configuring the
Access Modular Controllers (AMC) on the network.
- ... for the Bosch Video SDK if you wish to use the
video components in your system.
Details on the exact version are available from the
README.txt on the software CD.

3. VideoSDK_Redist443.exe and VideoSDK_Redist510.exe (=
Bosch Video SDK) for the functionalities associated with
the integrated Video System.

For selecting the proper VSDK please refer to the VDSK
device compatibility sheet included on the DVD.

4. CRXI_R2_SP4Runtime.msi (= Crystal Reports) for creating

and displaying reports and lists.

Notice!

We recommend that you install the components in the order

md @

they are listed above.
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3.2

Beginning the Installation

Before starting the installation please close all other programs.
Log in as Administrator or use an account which has
administrator privileges. Place the installation CD in the CD
Drive and begin the installation by double-clicking the file
Access Professional Edition Setup.exe in the main directory.

Notice!

The installation and the way it is carried out does not depend
on the components ordered for your access control system. All
components are installed, and these are either released or
blocked by the licensing procedure performed later; see .

3.3

Language Selection and Preparing

Choose the desired language (English or German) for you
installation from the list. Confirm your choice by clicking OK.
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Access Professional Edition - Installshield Wizard

Choose Setup Language

Select the lang

InstallShigld [ < Back. H Nest> P —

Figure 3.1: Installation - Language Selection

This selection only relates to the language used in the
installation wizard dialogs during installation. It does not affect
the languages of applications used later.

After setup the Install Shield wizard will start up in the chosen
language. Press Next
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Access Professional Edition - InstallShield Wizard

Welcome to the InstallShield Wizard for Access Professional Edition

InnstallGhield < Back ]

Figure 3.2: Installation - Start of the Install Shield Wizard

Cancel

Notice!

If you have chosen for the installation a language other than
that of the operating system, it is nevertheless possible that

some system elements (particularly button labels) appear in the

language of the operating system.
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34 License Agreement

In order to continue the installation it is necessary to accept the
terms of the license agreement. Please read these carefully and
indicate your acceptance by clicking I accept the terms of the
license agreement.

Access Professional Edition - InstallShield Wizand

License Agreement
Fully.

License Agreement

You should carefully read the following license agreement before
proceeding with this installation. This Agreement is between you and
Bosch Sicherhettssysteme GmbH, Postfach 1270, 85504 Ottobrunn
("Bosch"). By continuing with the installation, you indicate your
acceptance of the terms of this legal Agreement If you do not agree to
the terms of this Agreement, promptly return this product to Bosch

CopyrightProprietary Protection:

This Bosch Access Professional Edition Software (the "Software") and
the Documentation (all of the online help files and manuals, and all of the
printed matenal mcluded with this Software) are owned by Bosch and are
protected by the German Law and international copyright laws and
mternational treaty provisions. T ou must treat this software lice any other

| - rrorinhtad matansl wsth the svcanbione cotlinad i the Falloosine Ticenca 5

Instal|Shield [ < Back H Next> I [ I

Figure 3.3: Installation - License Agreement
Only then will the button Next be activated so that the
installation can proceed to the next stage.
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3.5 Customer Information

Enter the user and company information in the fields provided.
The default values shown are those which were entered during
the installation of the operating system.

Access Professional Edition - InstallShield Wizand

Customer Information

Fi your information

Innstal1Shield < Back ] Hext > Cancel

Figure 3.4: Installation - Customer Information
Confirm your entries by clicking Next.
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3.6 Choosing the type of Installation.

You can choose between Server and Client type installations.

Access Professional Edition - InstallShield Wizand

5

@ CLIENT ... Installatic

InstallShield { < Back H Mext > Cancel

Figure 3.5: Installation - Choosing the type of installation

Confirm your choice by clicking Next.

Notice!

Install Access PE on the server first. When installing the clients

md 0

you need to enter the computer name of the server where the

Server component of Access PE has been installed.

Notice!

Additional information is necessary for Client installations. Any

md @

such divergences from the steps of the Server installation will

be described at the appropriate points in this guide.
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3.6.1

3.7

Entering the Server for Client installations

If you have chosen Client installation, you will first need to enter
the computer name of the Server to which the Client will
connect, and on which Access PE has already been installed.

Access Personal Edition - InstallShield Wizard

Server of client

AP o5k Demo PO

InstalISfeld [- < Back H Hext > ] _—

Figure 3.6: Installation - Client: Entering the Server name

Confirm your input by clicking Next.

Choosing the installation path

Choose the directory where the Access PE files are to be
installed.

The default path is on the C-partition of your computer. The
various components are located in the following directory
structure:

C:\BOSCH\Access Professional Edition\

The subdirectories CP and PE contain the files for Card
Personalization, and access control respectively.
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Notice!

Access PE documentation assumes the default paths shown

md 0

here. If you choose a different directory structure be sure to

inform the users so that they can later find the relevant files.

Caution!

If you are installing the components in Vista, do not use the
programs folder on your operating system (C:\Programs or C:
\Program files) if you change the installation path. This is
specially protected (from write access) so that database access
is limited.

This restriction only applies to the installation of Access PE
and is not generally applicable to other installations.

Access Professional Edition - InstallShield Wizand

Choose Destination Locati

InstallShield

Figure 3.7: Installation - Choosing the installation path

Confirm your choice by clicking Next.
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3.8

Choosing Components

According to the default settings all components are installed on
the server. By clearing the relevant check-box you can exclude
individual components from the installation.

The following components are available:

Personnel Management

Installs the dialogs for Personnel Administration.

Log Viewer

Installs the application for log book evaluation including a link
on the desktop and in the Personnel Management dialog.
Configurator

Installs the Configurator program, for setting up devices and
systems, with a link on the desktop and in the Personnel
Management dialog. These components should be installed at
least on the server. They can however be executed from any
client.

Card Personalization

Installs the Card Personalization application in the CP folder.
Functions for card processing (e.g. importing pictures, printing
receipts) can only be executed if the badge designer program is
installed and running.

md 0

Notice!

It is recommended that you install all components on the
server, so that in the case of network problems between Server
and Clients there is always one computer from which these
tasks can be performed.
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Access Professional Edition - InstallShield Wizard

Select Options

=
=
]
]
]
=

InnstallGhield < Back ] Mest > Cancel

Figure 3.8: Installation - Server: Choosing Components

Confirm your choice by clicking Next.
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3.8.1

Client Installation
The component Configurator is deselected by default in the
components for Client installation.

Access Personal Edition - InstallShield Wizard

Select Options

IncstallShicld [7 < Back ” Mext > ] Cancel l

Figure 3.9: Installation - Client: Choosing Components

The Configurator can however be installed on any client so that
configuration changes do not have to be carried out on the
Server.

Confirm your choice by clicking Next.
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3.9

Selecting supported languages

Select from the list of available languages those which the user-
interface should offer.

Access Professional Edition - InstallShield Wizand

Select of all supported languages

Partugiesisch
Russian

e I o )

InstallShield I < Back H Mest > J ‘ Cancel ]

Figure 3.10: Select the supported languages

By default all available languages are selected, however
individual languages can be excluded from your installation by
clearing the appropriate check-box.

Notice!

English is always installed and the selection can not be cleared.
This is to provide technical support access in cases where, for
example, only East Asian languages have been installed.

Languages thus installed can be selected in the login dialogs of
the applications in order to display the user-interface in the
desired language.

To retrospectively change the language selection you make here,
you must uninstall the Access PE software and then reinstall it.
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3.10

Click Next when you have made your choice of languages.

Default configuration language (server
only)

Predefined configuration data (including public holidays) are
available, in principle, in all of the languages listed here. Select
the language in which these configuration data are to be loaded
and maintained.

Access Professional Edition - InstallShield Wizand

Select default configuration language

H]
English

[ ] Metherlands

[ ] Partugiesizch
[ ] Russian

InstallShild [ < Back H Mest > I Cancel ]

Figure 3.11: Select the default configuration language

The default configuration language is, like the installation
language, the language of the operating system. Nevertheless
any listed language can be selected. As only one default
configuration language is possible the check-box for the default
language will be cleared whenever a different language is
selected.
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3.11 Confirming Choices

The information entered up to now can be re-examined here and
changed or confirmed as required.

Changes can be made via the Back button, which can recall the
last and all previous dialog screens.

Access Professional Edition - InstallShield Wizard

Start Coj

Type of installation:
SERVER

Destination path of installstion:
C:ABOSCHYAccess Professional Edition

Features, selected for installation:
Persannel management
Logviewer
Configuratar
Card personalization
Alarm management
Video verification

Supported languages;
German
English

‘. Cancel 1

IristallShield

Figure 3.12: Installation - Confirming choices and starting file copy

In order to check all settings it may be necessary to scroll down
the list. The illustration below shows a full list of choices.
Confirm your choice by clicking Next if all settings are
satisfactory.

2014-06 | 3.0 | Installation Manual Bosach Access Systems GmbH



Access PE 3.0 Installation | en 59

3.12

Setup Status

The actual installation process begins now. Its status can be
tracked via the progress bar displayed.

Access Professional Edition - InstallShield Wizand

Setup Status

InstallShield {Cancel

Figure 3.13: Fig. 3.12 Installation - Progress bar
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3.13 Installation completed

The installation is complete and the Install Shield Wizard can be
closed. To do this click Finish.

Access Professional Edition - InstallShield Wizand

InstallShield Wizard Complete

Editior.  Clic

Firiht

InstaliShild <gack |

Figure 3.14: Installation completed

Cancel

2014-06 | 3.0 | Installation Manual Bosach Access Systems GmbH



Access PE 3.0 Product usage | en 61

4.1

Product usage

At the time of installation, default and sample data was also
created for Access PE; this can help when you are setting up the
system. This preinstalled data makes it possible for a user to log
on and make changes.

Nevertheless, it is necessary to configure a few settings before
you can use the system in the way and to the extent you require.
The following sections describe the details regarding the
definitive implementation.

Licensing

Once you have installed the Access PE software, you will only
have limited access to the applications until you activate your
licenses. Installation enables Access PE components to be used
in demo mode. In addition to the standard components
(Personnel Management, Configurator and Logviewer), this
includes the release of the following facilities:

- 1 workstation

- 400 cards

-  2AMCs

—  8readers

- 2 cameras
In order to operate and use the software according to the scope
of your order, you must activate the licenses you have
purchased.
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4.1.1

License packages and their content

License name SAP no. CTN

Functionality provided

License

Access PE — Basic F.01U.127.354 | ASL-APE2P-BASE

Enabling the standard Access PE components:
Personnel Management, Configurator,
Logviewer, Card personalization

1 workstation = one user logged on

16 readers

2000 cards

License

Access PE — Extended F.01U.127.352 | ASL-APE2P-BEXT

Enabling the standard Access PE components:
Personnel Management, Configurator,
Logviewer, Card personalization

2 workstations = two users logged on at the
same time

64 readers

10,000 cards

You must order one of these two licenses; otherwise, you will
not be able to use the following extension options.

Access PE — Reader F.01U.127.353 | ASL-APE2P-RDR
Expansion License
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License name SAP no. CTN

Functionality provided

16 additional readers
You can also purchase several of these licenses
up to the maximum of 128 readers.

Access PE — Client F.01U.127.355 | ASL-APE2P-CLI
Expansion License

1 further workstation = one user logged on
You can also purchase several of these licenses

up to the maximum of 16 workstations.

Access PE — Video F.01U.127.356 |ASL-APE2P-VIDB
Activation License

Enabling the video components.
16 channels

Access PE —Video F.01U.127.357 | ASL-APE2P-VIDE
Expansion License

16 further channels
You can also purchase several of these licenses
up to the maximum of 128 cameras.

Access PE—OLS F.01U.127.358 | ASL-APE2P-OLSB
Activation License

Enabling the offline locking system.
16 doors
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License name

SAP no.

CTN

Functionality provided

Access PE—OLS
Expansion License

F.01U.127.359 | ASL-APE2P-OLSE

1 further door
You can also purchase several of these licenses.
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4.1.2 Activating licenses
There are two steps to activating a license:
1. Activating the base package.
2. Activating all purchased extensions.
The base packages are ASL-APE2P-BASE and ASL-APE2P-BEXT -
all other software components are extensions.

Activate license X

Ackivation information Active licenses
Please visi the Web-Site of the Boschibetivation Center
{iips: /activation boscheeowity. com). cfigeckoosCoscplo] D Type By
1 Wideo Activation License ASL-APE2PYIDE Upgrads packags
There you have to supply the fallowing informatian: 1 OLS Activalion License: ASLAPE2P-OLSB Upgrade package
1 Basic License ASL-APE 2P-BASE Basepackage  31.08.2009

1] Name of license to be alivated

Base package:

# | Upgiade package desciiption D

"1 ‘Video Evpansion License ASLAPEZPYIDE
71 Viden Activaiion License ASLAPEZPYIDB
71 Reader Expansion License ASLAPEZPRDR

v
A~

v

< =

2) Authorization no. pou received with the product

3) Computer signature:
293 38CD 0414 BB1C ASF3 DDBY 3C31 333

*You il ieceive an activation key that must be nleredinto the g
cottesponding fisld below. FIIETE!

Ciienls: 1 Offfine locking system:  enabled Video verification: enabled
License activation key:

Online readers: 16 Offline readers: 16 Video charnels 16
Cardholders: 2000

Cancel

To activate the software licenses, proceed as follows:
Start the Access PE Configurator.

—  Select Configuration > License activation... from the
menu to open the activation dialog.
— In the activation dialog...

— ...select the appropriate base package from the
selection list under no. 1 the first time you activate the
license and skip point b. in this list.

- (the second time you activate the license, do not
select a base package) ... select the extension and
additional packages you have purchased by clicking
the checkbox for the corresponding list entry from the
list field (more than one selection is possible).

Bosach Access Systems GmbH 2014-06 | 3.0 | Installation Manual



66 en | Product usage Access PE 3.0

If you have bought several packages of the same type,
click again in the corresponding field in the # column
to activate write mode and adjust the number to the
actual number of purchased licenses.

—  Have the authorization no. (2 — Authorization no.) you
received with the product CD ready.

—  Copy or manually input the computer signature—shown
in field 3 of the dialog—to a text file.

- If necessary, switch to a computer with Internet access and
start the browser.

—  Enter the following URL in the address bar:
https://activation.boschsecurity.com
If you do not have an access account for the Bosch
License Activation Center, you have two options:
Create a new account (recommended) or click the link
to activate the new license without registering. If you
create an account and register before activation, the
License Manager records your activations. You can
display this log at any time.

—  Follow the instructions for retrieving the license
activation key.

—  Switch to the Access PE activation dialog and enter the
activation key you retrieved from the License Manager in
the bottom field.

—  Complete your inputs by clicking [MISSINGDISPLAYTEXT:
Activatel].

The activated software package appears in the right-hand
list box ([IMISSINGDISPLAYTEXT: Active licences]) and the
activated components appear in the Summary area below
the list box.
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Notice!

If during use of the access control system the limits set by the
licences are exceeded, then a license-violation message will

ol 0

appear every time the configurator is opened, and every time

configuration data are saved.
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4.2

Setting Server access rights

The standard protection settings under Windows XP
Professional, Windows 2008 Server, and Windows 7 have
changed vis-a-vis previous versions such that Client applications
can not access the folder

C:\BOSCH\Access Professional Edition\PE\Data (= default
installation path) even when that folder is shared. This issue
exists for changed installation paths, too.

Windows users who are logged into the workstations must have
at least write-access to this folder. This access right for users
and groups can be instated via the folder’s Properties menu,
Security tab.

Data Properties

General .Sharing | Security | ‘Wwieb Sharing | .Customize

QIDUD OF LISer names:

ﬁAdministratols [BAS-TEST-MB Administrators] b
€ Bosch [BAS-TEST-NB\Bosch]

€7 CREATOR OWwNER

ﬂ Pawer Users [BAS-TEST-MB\Power Users)

€7 5vSTEM v
& | &
Permizzions for Bozch Aillow Deny
Full Cortrol 2

M adify

Read & Execute
List Folder Contents
Fead

ke

£ il Dt o)

For special pemissions ar for advanced seftings,
click Advanced. =

I 0K, H Cancel ][ Apply ]

Figure 4.1: Write-access for workstation users
The System administrator can choose whether to assign these
rights to each individual user or to all users within the domain.
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Showing the Security tab

If your system is using standard settings it can happen that the
Security tab is not displayed.

To change the standard settings invoke Folder Options as
follows:

Start > Settings > Control Panel > Folder Options

Folder, Options

Generall View | File Types Offline Files

Folder views
You can apply the view [such as Detailz or Tiles) that

. you are using for this folder to all falders.

Advanced settings.
(O Do not show hidden files and folders ~
(%) Show hidden Fles and folders
[[] Hide extersions for knowe file types
[[] Hide protected operating spstem files [Fecommended)
[[] Launch falder windaws in a separate process
FRemember each folder's view settings
[[] Restare previous folder windows at logon
Show Control Panel in by Computer
[] Show encrppted of compressed MTFS files in colar
Show pop-up description for folder and desktop items
[[] Use simple file sharing [Recommended)

v

On the View tab clear the check-box Use simple file sharing
(Recommended) and confirm the changes with Apply and OK.

4.3 Changing the backdrop

The backdrop for the Personnel Management and Video
Verification dialogs is set by the installation procedure to the
BOSCH world map.

This backdrop can be replaced by any jpg file, for instance one
showing a floor-plan.

To do this first open the file Client.ini in the directory C:
\BOSCH\Access Professional Edition\PE\Data\Cfg with the
text editor of your choice.
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Change the entry Maplmage=BOSCH_WorldMap (line 28) so
that the path to the desired jpg file appears after the equals sign
- e.g. C:\BOSCH\Mylmage.jpg.

Notice!
These jpg backdrops are simple images and do not support

control elements for user interaction.

4.4 Language settings

Ideally only those languages are used in Access PE which are
compatible with the language of the operating system, e.g.
under a German operating system only Western European
languages.

If it should prove necessary to install languages in Access PE
which do not correspond to the operating system, e.g. Chinese
under a German operating system, then the following settings
need to be made. We demonstrate the individual steps here
using the example of Chinese.

Invoke the Regional and Language Options dialog under:
Start > Settings > Control Panel

Install additional languages
Open the Languages tab, and select in the Supplemental
language support field the language group to which the desired

language belongs.

e the languages and methods you can use to enter

sl s st Al ngiaged
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In the case of Chinese the appropriate option is Install files for
East Asian languages.

md 0

Notice!

During the installation you will be required to insert the
installation CD for the operating system. Continue with this
installation only if the operating system CD is available to you.

Click the Advanced tab and select from the upper combo-box
(Select a language to match the language version of the non-
Unicode programs you want to use) the appropriate entry. In

our example this is Chinese (PRC).

In addition, check the box marked Apply all settings to the
current user account and the default user profile at the lower
edge of the dialog.

Regional and Language Options

10001 MAC - Jat
10002 (MAC - Tr
10003 (MAC - Ke
10004 (MAC - A
10005 (MAC - H

§  |[DoEEE

ount seltings

|

When these settings have been applied you will need to read
and confirm various message boxes before being invited to
restart the computer. Restart the computer.

After restarting log into an Access PE application and select, for
example, Chinese as your language. All dialogs and menus
should now contain the appropriate characters.

Keyboard settings

If the additional language is to be entered as well as read, then
further steps are necessary in addition to the settings described
above.
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4.5

On the Languages tab in the field Text services and input
languages click the button Details... This will open a further
dialog containing keyboard settings.

In the list field Installed Services click Add... to install further
keyboard layouts.

Add Input language

aaaaaa it Firgin IME 30

Choose from the combo-box Input language the desired
language and, if available, the desired keyboard layout and click
OK.

The list of keyboard layouts will be visible in the task bar
alongside the icons representing running programs.

Change the keyboard layout by selecting the desired list entry.

Configuring the system to your needs

Before your system can enter production usage, it needs to be
configured with personnel and location-specific data. The
following applications are available for this purpose, and may be
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invoked via Start > Programs > Access Professional Edition. For
further details, please refer to the online help within the
individual applications

Icon |Application Description

B Personnel For creating and
Management administering personnel data.

Badge Designer For designing and creating

badge layouts.

md 0

» Configurator For configuring system data.
&8 AMC IP Configuration
5 Card Personalization
Configuration
Notice!

AMC IP Configuration requires the presence of the .NET
Framework 3.0. If required this can be installed using a
separate setup on the installation CD.

4.6

Map Viewer and Alarm Management

The Access PE Map Viewer enables to control devices as
entrances, readers, cameras directly from a map.

The Access PE alarm list shows all incoming alarms to the
operator. Alarms can be accepted by the operator. In case of an
alarm, the location map will be displayed. The icon of the device
that triggered the alarm is highlighted by animation. Related
video live views are shown to verify the alarm.
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5 A - Al & Mgt - (boch]

GE>0Ne

Co e e
@ BOSCH

4.
5.

Map tree

Active location map

Device control from the map; controls are shown in the
map

Alarm list with event information (incl. video)

Device tree with status overview and control elements

Mapviewer features:

Home map for easy navigation

Navigation between photo views and floor plans via
hyperlink

Navigation via device tree structure up to three levels
Interactive Graphical Maps for alarms with integrated alarm
list

Live view and door control from the map and device tree
128 maps per system

64 devices per map

64 hyperlinks per map

Max 2 MB per map

Map viewer use a standard image format .bmp, .jpg, .png

4.6.1 Configuring a map
Start the Map Editor
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sondlidition JContaiat: - bostl I . . W N B N [E=RTol™ <™
PEATEZNFIHCODH#EE S E = w O @ BoSCH
& Map Editor
I
oI mes

Aecess Device

W, Fonter
S@Buct

OB Accesspont

[8 Accessreader
- [ Enrolement reader AMC
[ Accessreader

Press L for help

5
B3 LAC-Senvice online

Klick the F button to add a map.
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2 et ot ten gt

b - N R = > ]
@EI }‘%‘E‘ll‘%%‘zb‘-e@‘ﬁﬁ DBk mn%e @ BOSCH
W& Map Editor
I
=5
@ - | w‘:lI[.,a
W ) aE
A CONFERENCE ROOM .-au;nu
i —:‘. r y(C
|
1 o
=3 A/ —¢
= HE h=a [~ C wlﬁﬂ"’
by 4 O O e '
FUpn ™ 1
=] anmuemenueaaev AMC e g it
Access-reader o1 g ,,' r
il T
|
< i v
Press F1 for help W LAC-Service online NUM
The map is shown on the dialog

Optionally configure this map as Home Map
Add a detail view, e.g. the canteen, to the map tree
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& Activeact - Access Professional Edition - Configurator - [bosch]

, . _ -
Fle View Configuration

a N (e ™)
BCETEENFTAHCODHES DS D= % o @ sosc
& Map Editor

+ X

e B
&0 L
CO
(O QR

]

Press L for help

B3 LAC-Senvice online

the Shape Tab and select a Rectangle.

Place the rectangle over the area of the main map that

NUM

To connect the new Canteen map with the main map, go to

should be shown as a detail view (shown as a red rectangle

in the example below).

which is “Canteen” in this example.

In the Link to Map Display select the respective detail view,

Bosach Access Systems GmbH
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& Activeact - Access Professional Edition - Configurator - [bosch]

L= b3ll]
T ———
BOHATEDNFIHOODES S S B =1%o @ Boscu
W& Map Editor
I
o s
EE Yo o e
5% canteen
r 'S [ 3 | lflu:
‘| MICHAEL e, UE =
| (] cosrmicenoon [} - () . Y
SN e Y sl | 3
;g,,g Canteen [ U\
©)
PAM g L) J . ey
‘Access Device | Video Device | Shape | h 7 KITCHEN 3 B \ friim abisiass
X orc] = % I — i}
S —_— f Pa!
— 2 . -
‘:::I‘: § Oéf] ‘ ; - MENSROOM =i WOMENSROOM ' |
S ol N
iy e
K==,
af o 5
Press F1 for help W LAC-Service online NUM

4.6.2 Adding a device to a map

Select the Device Tab and add Devices to the map by pulling
them with the mouse into the map. In the example below the
following devices have been added:

—  One Access point

—  One Reader

- Two Cameras
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- Configurator - [bosch] I T , , N [E=RTol™ <™
Tt e
I@QIT\%\E\“\%%MIQE@W&; =Y ) @ BOSCH
Q Map Editor
I
s
% [EETe
J
q ) | - snenr
O s b
e KITCHEN B THE ANNEX
Poner i
LBt f
5] Accesspaint il
Accessreader e
-] Enrolement veadev AMC . N —
[ Accessreader =1 womeN's Room ' ‘
e
o = .
Press F1 for help W LAC-Service online NUM

Click a device in the map and resize by holding the mouse
button pressed,

Click a device and rotate as required using the scroll wheel
of your mouse.

Device Types Control elements

Access Point Open door
(Entrance)

Open door long-term / Reset door long-
term

Lock door / Unlock door

Front Identification Camera

Back Identification Camera
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Device Types Control elements

Back camera

Front camera

Reader All Entrance Controls
Camera Live Video
Device Types Alarms
Access Point Door opened without authorization
(Entrance)

Door opened too long

(* All Reader alarm also reflect as Entrance

Alarm)
Reader Reader error
Camera N.A.

*) These alarm events can be customized by the user. That
means, a user can configure any event as an alarm event using
AcConfig -> Event Log message (Double click on second column
will cause an alarm).
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4.7

X-Protect Integration

The Access PE can be interfaced with the video management

system X-Protect from the company

Milestone. Access control and video related features will be

subject in the integration between products.

Following integration®° features can be set up between both

products:

—  Entrance monitoring with simultaneous live view and
instant playback

—  Video verification via the X-Protect dialogs incl. cardholder
details

—  Mapviewer with entrance control and device status

— Alarm management with integrated access alarm, maps and
video verification

—  History event log with correlated video footage and card
holder details

Access control management will remain to be operated through

Access PE in integrated set-up.

Video management and security management will handled

through via the X-Protect system. In the

integrated set-up the mapviewer, video features and alarm list

will be disabled in the Access PE.
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Camera 1 - 05-08-2013 14:09:03  Playback [IELI S, £ e
Door locked  12:09:24
Door closed  12-09:20
Door opened 12:09.17

Door unloc_  12:09:17

Acpessgra_ 12:0916

Door unboc . 120916

Figure 4.2: APE_3.0_milestonintegratoion
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5.1

Deinstallation - Reinstallation

If a reinstallation becomes necessary (e.g. due to a product
update) the existing version should first be deinstalled. During
the deinstallation process you will be invited to perform a
database export. This export is to ensure that your entire data is
saved. Your data is saved to your installation folder in the
subfolder \Savedata. During the following reinstallation you will
be invited before completion to perform a database import. This
re-import restores all the data from your previous installation. If
required by new product functionality, the Export/Import option
also supports the simultaneous conversion of your data to a new
format.

Deinstallation

md 0

Notice!

Before beginning the deinstallation you should close all Access
PE applications.

This includes the card personalization program and the
Windows Service LAC-Service.
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5.1.1

Windows Software

To deinstall Access PE open the Windows dialog box via
[MISSINGDISPLAYTEXT: Start > Settings > Control Panel >
Add or Remove programs].

® Add or Remove Programs
e
\Eai Currently installed programs: [0 show updates
Chemaeor | P ——
Programs
Last L
. Change Remove
Add Mew ]
Programs ATI - Software Uninstall Utility Size 0.11ME
M ATI Control Panel Size  15.57ME
!ﬁ ATI Display Driver
Add/Remave |
Windows |3 DAEMON Tooks Szs  0.53MB
somzaents ) 18M ThinkPad Ultraay Driver Size  21.57MB
@, | §5 1rkel(R) PRO Wetwork Adapters and Drivers
§5) Intel(R) Sebring APT Sizs 4,095, 00MB
Sek Program
Access and ;ﬂ Macromedia Flash Player &
Defaults |
| 5! ThinkPad Inteqrated 56K Madem Size  0L53VE
J ThinkPad Power Management Driver
| G5! ThinkPad Wireless LAN Adapters Software (11afb, 11bfg, 11ajbjg} Size  Z.7LME

Figure 5.1: Deinstallation - Windows Software dialog

Select the list entry [MISSINGDISPLAYTEXT: Access Personal
Edition] or Access Professional Edition and then click Change
or Remove.

Whereas the Remove function after initializing (see Initialization,
page 85) invites you to confirm your intention, the Change
function first presents a dialog box with various options.

Modify You can add program components or remove
existing ones.

Repair All program components will be re-installed.

Remove All program components will be removed.
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Access Personal Edition - InstallShield Wizard

Welcome
Mo

[ < Back ” Nest> [ | Cancel

Figure 5.2: Deinstallation - Change options

Notice!

You can also execute an earlier or new Setup.exe. The
application recognizes an existing installation and offers, like

ol 0

the Change option, the alternatives listed above.

5.1.2 Initialization
As with Installation the Deinstallation first initializes.

InstallShield Wizard

Access Personal Edition Setup is prepaning the Installs hisld
‘wizard, which will guide pou through the rest of the setup
process. Pleaze wait

( | Carcel

Figure 5.3: Deinstallation - Initialization
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5.1.3 Confirming the Deinstallation
When the safety check appears answer Yes to the question for
the deinstallation to proceed:
[MISSINGDISPLAYTEXT: Do you want to completely remove
the selected application and all of its features?]

5.14 Close all programs
Before performing a data export in the next step please close all
Access PE applications. Do not click Next until you have done
this.

Access Personal Edition - InstallShield Wizard

Attention:

InstallSficld | Concel

Figure 5.4: Deinstallation -
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5.1.5 Performing an Export
Export saves your configuration and data to the folder SaveData
and creates the following subdirectories in the process:

cfg_Save Backup of the configuration data,
containing devices and all system
settings.

DB_Save Backup of the database tables.

MsgLog_Save Backup of the logs.

Pictures_Save Backup of the pictures.

Access Personal Edition - InstallShield Wizard

Database export - Save your data for next installtion or

it of update

the data are impartant, H

ta can be lost |

InstallSHidd [_ < Bark H Nest> [ { Cancel I

Figure 5.5: Deinstallation - Performing a database export
To perform the export, confirm the default action by clicking
Next.
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5.1.6 Declining the Export
You can forego the export by selecting the option No, all data
can be lost!
In this case you will have to reconfirm the setting by selecting
the option Yes, | ’m sure, all data can be lost. in the following
dialog box. Alternatively, if you confirm the default setting, the
data export will be started.

Access Personal Edition - InstallShield Wizard

Database export - Save your data for next installtion or

InstalISheld I- < Back H Hext > I I Cancel 1

Figure 5.6: Deinstallation - Safety check when declining the Export.

5.1.7 DbiTool
The Export function executes a separate application, also
located in the bin directory of Access PE, and exports the
selected tables. The default directory for containing exports is
called SaveData and is created parallel to the software
directories under C:\Program Files\BOSCH\Access Professional
Edition\
Depending on the amount of data this process can take several
minutes.
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% DbiTool

Database folder:

Input folder for impart:

Tables for export:

/ areas
/offlsys
/" pemissions
persons
7 security

sysno

Log,

Dutput folder for export | CABOSCHAACcess Professional Edtion\SaveD ata\DB_Save

Database administiation
Wersion 2.0.0.1

‘C 4B0SCHYACcess Professional EditionPED ata\Expart

Create new database tables

areas
companies
| offlsys ‘
permission:
persans
security
spsno

Farmat DFS

(R I

Export files for impart

9|

Farmat DFS

./ Export finished: Table offisys [1 Records of 1 Records] to C:ABOSCHAACCess Professional EditionSavel atahDB_S avetofflsys.dfs A
(@ Export statted: Table permissions [11 Records with 8 Cols]

" Export finished: Table permissions (11 Records of 11 Recards] to CABOSCH AGcess Professional Ediion\SaveD ata\DB_Savebpeim
& Export started: Table persons (14 Records with 81 Cols)

/ Expant finished: Table persons [14 Records of 14 Records) to C:NBOSCHYAGoess Professional EditionsSaveD ata\DEB_S avehpersons.
Q Expont started: Table security [2 Recaords with & Cols)

/ Expant finished: Table security (2 Records of 2 Records) to C:ABOSCH\Access Professional Edition\S aveD atatDB_S avehsecurity. dfs
u) Export started: Table spsno (1 Records with 7 Cals)

./ Export finished: Table spsho [1 Records of 1 Records] to C:ABOSCHVACCess Professional Edition\SaveData\DB_Saveispsno.dfs

1) Exporting of all lables done |

< | >

Figure 5.7: Deinstallation - Database-Export

The application is automatically closed upon completion of the
export.
The tables contain the following:

areas — Areas and the number of persons in these areas
permissions — access permissions

persons — personnel data with card and permissions
information.

security — user permissions

sysno — internal administration table for system counter-
data.

Open Applications:

If you have Personnel Management, Configurator or Logviewer
open at this time, then a pop-up window will prompt you to
close them.

Close the window and wait for a moment before clicking OK, to
make sure that the application has been completely closed.
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If this OK button is clicked while an application is running, then
an error message is displayed and the deinstallation is aborted.

Notice!

This application can be started manually at any time via
[MISSINGDISPLAYTEXT: Start > Programs > Access
Professional Edition > Database Management] in order to

perform a database export.

The default export format can be changed between DFS
(default) and CSV using the toggle button. CSV is editable in
e.g Excel.

5.1.8 Setup Status

The window below shows the progress of the deinstallation.

Access Persanal Edition - InstallShield Wizard
Setup Status

onal Editian

InstaliGhizd Cancel

Figure 5.8: Deinstallation - Progress bar.

2014-06 | 3.0 | Installation Manual Bosach Access Systems GmbH



Access PE 3.0 Deinstallation - Reinstallation | en 91

5.1.9 Completion and Reboot
After the deinstallation has completed the Install Shield Wizard
can be closed by clicking Finish.

Access Personal Edition - InstallShield Wizard

Uninstall Complete

e he and then click Fin

InstallShicld [ < Back ” Finish [ Cancel I

Figure 5.9: Deinstallation - Completing the Deinstallation
A reboot is only necessary if you did not close all programs and
services before the deinstallation.
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Access Personal Edition - InstallShield Wizard

Uninstall Complete

I < Back H Firish ] 1 Concel

Instal

Figure 5.10: Deinstallation - Completion and Reboot

5.2 Modify the software

If the original installation left out one or more applications, or if
it is decided that certain applications on certain computers are
no longer needed, then use the Modify option for subsequent
installations and or deinstallations. A dialog appears listing
those applications currently installed (box checked) or not
installed.

Access Personal Edition - InstallShield Wizard

Select
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Check the boxes of those applications which you wish to add to
the installation.

Notice!

Please do not clear the check-boxes of any applications you

md 0

wish to retain. This would lead to their being deinstalled.
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5.3 Reinstallation/Update

Reinstallation can begin immediately after completion of the

deinstallation process. This process is identical to a first

installation —compare Section 3 Installation- and hence we will

only briefly list the steps and their responses here:

—  Execute the file Access Professional Edition Setup.exe

— Language Selection - OK

— Initialization of the Install Shield Wizard - Next

—  License Agreement — Select the Option | accept the terms
of the license agreement. - Next

—  Customer Information - Next

—  Choose the Installation Type - Next

—  Choose the Installation Path - Next

—  Choose the Components - Next

—  Confirm the current settings - Next

- Progress bar

— Database Import — compare Import, page 95 and DbiTool,
page 97

—  Completing the Installation — Finish.

Notice!

It is possible to choose a different installation path for the
reinstallation as was used in the previous installation. The

backup files will still be found by the Import Tool enabling a

data import to be performed.
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5.3.1 Import
Before the Installation completion message appears you will be
asked whether you wish to import saved data.

Access Personal Edition - InstallShield Wizard

Database ort
R

ata from the last installation 7

IncstallShicld [ < Back ” Mext > ] Cancel

Figure 5.11: Reinstallation - Perform an Import?

Declining the Import

If you do not wish to import the saved data, then select the
option No, all data from last installation will be lost!

Once again a safety check follows which defaults to a data
import. Only selecting the option Yes, | ’'m really sure. All data
will be lost. will prevent a data import.
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Access Personal Edition - InstallShield Wizard

Database import
R rted data fr tion |

oo - —

Instal

Figure 5.12: Reinstallation - Safety check when declining Data Import.

Notice!

The only way to redo a previously declined data import is
manually via Start > Programs > Access Professional Edition >

Database Management. Please note however that any data

stored in the meantime will be overwritten by the import.
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5.3.2

5.3.3

DbiTool

The import function calls a separate application, which also
resides in Access PE’s bin directory and imports selected tables.
Depending on the amount of data this process can take some

minutes.

% DbiTool

D atabase folder: 5l Edition\PEAD atahD bl
DOutput folder for export | CABOS CHAACCess Professional Edtion\PE\D ata\Export Data\?:rss?oandglungt%atlon
Input falder for impart: ‘E 4B O0SCHAACCess Professional Edition\Savel atahDB_Save J
Tables for export: Create new database tables Export files for impart
areas areas areas
offlsys companies ,/ offlsps
permissions | offlsys ‘ ,/ permissions
persons permission: persons
security persons secuity
spsno security sysno
spsno
Format DFS Format DFS

Q1 O
Log
é,) Starting process C:ABOSCHVACCess Professional E diion'PEsbin\Ctddl exe for create database table offlsys il
/ Frocess C:ABOSCHYACoess Professional EditionsPEAbin\Ctdd| exe for create database table offlsys successful finished
& Import started: Table offlsys [0 Records with 30 Cals)
/ Impart finished: Table offlsys (1 Recards of 1 Recards) from C:ABOSCHYACcess Prafessional Edition'5 aveD ata\DB_Savehofflsys.dfs
é) Starting process CABOSCHVACcess Professional E dition\PEbin\Ctddl exe for create database table permissions ...
/ Process CABOSCHYACcess Professional Edition\PE\bInACtdd| exe for create database table permizsions successful finished
(y Impart started: Table permizsions [0 Records with 8 Colz]
./ Import finished: Table permissions (11 Records of 11 Records] from CABOS CHAACcess Professional Edition\S aveD ata\DB_Savehpe
é,) Starting process C:ABOSCHVACCess Professional E diion\PE\bin\Ctddl exe for create database table persons

< | 3

Figure 5.13: Reinstallation — Database Import

Check the Configuration

After importing the data a message appears informing you that
the Access PE Configurator is about to be started.
[MISSINGDISPLAYTEXT: Now the configurator will be started.
Please check your configuration and save it!]

Click OK to start the Configurator and check the configuration
data which have been loaded.
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5.34 Installation completed
After checking the configuration close the Configurator. At this

point the installation can be completed by clicking Finish in the
final installation screen.
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6 User rights

The rights for users of Access PE applications (as well as users
of the Configurator and the Logviewer) are assigned in
Personnel Management on a special personnel data tab (= User
Rights).

6.1 User rights

This tab is only visible if the user currently logged in has
administrator rights. Only administrators can set and modify
their own rights and those of others.

Personnel data and authorizations gl

§#2 Personnel Data I s Access Authorizations =» User Rights 1

Type aof user
" No rights
Usemame [EEEER
User-administrator  User
Password |™
(' User-administrator
Confirmation | ™
User rights for persons User rights for configuratar
ﬁ ¥ iew persannel data ﬁ [ lam veiification ﬁ H Gofgrefadiasn

ﬁ ¥ Edit personnel data ﬁ v Widen verification
ﬁ ¥ Change location
B ~ choe autoications

User rights for door management
Q © open fock oo fengtem)

User rights for video devices User rights for video functions User rights for logviewer

¥ Category 1 ¥ Live video ﬁ I¥ “iew own messagss

¥ Category 2 Iv Archive ﬁ Iv Wiew all messages without personal data
¥ Categoy 2 v Expart / record ﬁ v View all messages

oK Carcel | Hep |

If a person is to receive user rights for Access PE applications,
then these must be explicitly assigned. By default all persons
are configured without user rights.
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User rights can be assigned by entering a user name and a
password. The person's surname is suggested by default as the
user name, but this is arbitrary. The password can be max. 16
characters long, is case sensitive and may contain any special
characters.

Notice!
It is highly recommended that you create a separate user for
each person who is to use the system. Do not create a generic

user under whose name different persons will work. All data
entries, modifications etc. are logged under the name of the

user who carried them out, but this is only worthwhile if each

user has his/her own password and changes user settings
(User handover and workstation security, page 104) as necessary
when sharing the workstation with another person.

The default installation contains one predefined administrator.
Hence when these predefined users are logged on it is possible
to create and modify any other kind of user or administrator.
Administrators differ from normal users only in as far as they are
able to administrate user rights. There is no difference between
the user types as far as the availability of applications or access
to data and log files is concerned. Each of the users can be
configured with restricted or unrestricted data access.

If one of the administrator options is chosen then the various
groups of user rights for Access PE applications become active
and can be assigned individually.

In detail, the assignable user rights are the following:
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Applicatio |User right |Description
n
Personnel |View Only the dialog box with personnel
data personnel |[data can be invoked. Locations of
data persons are not displayed.
Modifications are not allowed.
Edit Personnel data can be viewed and
personnel | modified. Locations of persons are
data not displayed.
Change Can only be used in conjunction
location with one of the above options.
If View personnel data is active
then locations can be displayed
only.
If Edit personnel data is active
then locations can be modified.
Change The tab Access authorizations only
authorizati | becomes active when this box is
ons checked.
Configurat |Configurati | Activates full user rights for
or on of Configurator.
system
Door Open /lock | Door management is activated for
manageme |door (long- |the menu of the same name, and
nt term) via the context menu in the device
status list (in Personnel
management and Log viewer).
Log viewer |View own |Filters out all log messages except
message those pertaining to the user

himself.
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Applicatio |User right |Description

n
View all Shows all log messages but masks
messages | personal data.
without
personal
data
View all Shows all log messages

messages uncensored.

When you are setting up video verification, special rights are
available for authorizing particular people and activities with
regard to controlling and operating video facilities; see User
Rights.

When you are setting up video verification, special rights are
available for authorizing particular people and activities with
regard to controlling and operating video facilities.

Active user rights are marked with a tick in the check box and

the ﬁ symbol next to it. The following picture shows the
activation of all rights. All boxes can be checked without fear of
rights conflicts, because the more comprehensive set of rights
will take precedence.

2014-06 | 3.0 | Installation Manual Bosach Access Systems GmbH



Access PE 3.0 User rights | en 103

6.2

Setting user access rights

The system is delivered with a pre configured User-
Administrator rights.

A user with the user name and password bosch is provided by
default.

Only administrators are allowed to set up other users.

Warning!

This user and his password is part of the standard delivery and
not customized for each purchaser of the software. Therefore it
is urgently recommended, before entering production usage,
that you first use them to set up your own accounts with
administrator privileges, and then delete or modify the original.

Set up further users as follows:
1. Start Access PE Personnel Management using the desktop

icon ﬁ or via Start > Programs > Access Professional
Edition, and log in with the pre configured User-
Administrator account.

2.  Open the dialog for adding personnel data using the button

ffl- or the menu Persons > New Person

3. Add a new user by specifying at least the name and
personnel group

4. Click on the User Rights tab and...

—  change the user name if necessary

—  assign a password.

— define the type of the user (User or User-
Administrator).

— assign to this user the rights to modify data.

—  Confirm your entries and close the dialog box by
clicking OK.
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6.3

6. Log out of Personnel Management by clicking or the

menu Extras > Logon and confirming the safety check by
answering Yes.

7. Use the button or the menu again to log on using the
credentials of the user you have just created.

User handover and workstation security

User handover

If one user relinquishes control to another at the same
workstation then the handover should be made explicitly within
the system. This handover can be performed with a running
system - there is no need to restart Access PE.

First the current user must log out. To do this s/he clicks the

button in the tool bar. A safety check follows: Do you
want to end your work with user rights?
After confirming the system switches back to the default view.

= 8 b b

|

v|X| 0| X|® D v|v|v| v v V| K|

= CPonine B Reader offine 5 LACService onlive

The new user logs in again using the button.
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Workstation security

In the case of temporarily unoccupied workstations in publicly
accessible places it is crucial to protect personal data from
unauthorized access. Several measures are available for this

purpose:

In general neither Configurator nor Log Viewer should be
installed on such workstations.
Log out of Personnel Management when not in use, using

the button with safety check as described above. The
personnel list remains visible but personal data can no
longer be accessed.

Close the application using File > Exit, or the Windows x-
button in the title bar. The application will need to be
restarted to view the personnel list.

Lock the computer using the standard Windows function:
Press Ctrl + Alt + Del and choose Lock Computer from the
system functions offered there. As this is the default
function Lock Computer can usually be quickly achieved by
simply pressing RETURN. Only the current user or a
Windows system administrator can now unlock the system.
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