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Foreword

Copyright © 2022 TDSi. All rights reserved.

Time and Data Systems International Ltd operate a policy of continuous improvement and
reserves the right to change specifications, colours or prices of any of its products without
prior notice.

Guarantee

For terms of guarantee, please contact your supplier.

Trademarks

Copyright © 2022 Time and Data Systems International Ltd (TDSi). This document or any

software supplied with it may not be used for any purpose other than that for which it is
supplied, nor shall any part of it be reproduced without the prior written consent of TDSI.
Microsoft and Windows are registered tfrademarks of Microsoft Corporation.

All other brands and product names are trademarks or registered tfrademarks of

their respective owners.

Cauvutions and Notes

The following symbols are used in this guide:

A CAUTION! This indicates an important operating instruction that should be
followed to avoid any potential damage to hardware or property, loss of
data, or personal injury.

0 NOTE. This indicates important information to help you make the best use
of this product.

Issue Date Issued | Change Summary Issued By
] 25/10/17 Initial Release RT
2 05/11/17 Content and Format Changes RT
3 27/02/18 Content Update of installer and troubleshoot RT
section
4 28/02/18 Removed all Prerequisites RT
5 08/03/18 Added Prerequisites back into TS Section RT
6 19/07/18 Added Section 5.3 and 5.4in TS RT
7 10/10/18 Added HTTPS TS section along with other updates | RT
requested by DS
8 09/11/18 Updated styling from FM's proof read RT
9 21/03/19 Updated with upgrade section. .Net Framework is | TBA

updated from 4.6.1 to 4.7.2. SQL Server version is
updated from 2014 Express to 2014 SP2 Express.

10 02/05/19 Revised branding FM
11 23/09/20 Updated pc requirements TBA
12 30/07/21 Update GARDIS Requirements to reflect Windows | TBA

Server 2019 and SQL Server 2019. Removed
references to Windows 7, 8.1 and Windows Server
2012

13 02/03/22 Update GARDIS Requirements. Update to remove | TBA
references to unsupported operating systems.
Updated section 7.5.1, 7.5.2 and 7.5.3 to collate
the windows features to enable

14 10/11/2022 Updated section 3 to specify where to run TBA
setup.exe from.
15 28/04/2023 Update Default SQL Version and tested operating | TBA
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1.Introduction

This manual will show you the installation steps required, depending on
the Windows version you're working on.

This guide contains walkthroughs for 10, as well as Server 2016 and 2019.

Before installing GARDIS on your system there are certain prerequisites that
need to be enabled first.

PLEASE NOTE: Windows 10 and Server 2016 need Windows updates
enabled.



2. GARDIS Requirements

6 The computer name must be 15 characters or less.

2.1 Minimum Requirements

Intel i7, 8GB Ram, 40GB' free hard drive space, Windows 10 Pro.

2.2 Recommended Requirements

Intel i7 or above, 16GB Ram, 80GB! free hard drive space.

2.3 Tested Operating Systems:

TOS

GARDiS CANNOT BE INSTALLED ON A DOMAIN CONTROLLER

Windows 2022 Server Standard xé4 - Fully supported
Windows 2022 Server Datacentre

Windows 2019 Server Standard xé4 - Fully supported
Windows 2019 Server Datacentre

Windows 2016 Server Standard xé4 - Fully supported
Windows 2016 Server Datacentre xé4 - Fully supported
Windows 2012 Server Standard xé4 — Not supported (R2SP1)
Windows 2012 Server Datacentre xé64 — Not supported (R2SP1)
Windows 2008 Server x86/x64 — Not supported (R2 SP1)
Windows 10 Pro x86/xé4 - Fully supported

Windows 8.1 Pro x86/x64 — Not supported

Windows 7 Professional x86/xé4 — Not supported

Windows 7 without Service Pack 1 installed — Not supported
Windows 7 Home — Not supported

2.4 Supported Database Engines
GARDIS software will be installed with Microsoft SQL 2022 Express.

SQL 2019 Standard x64
SQL 2019 Express xé64

SQL 2017 Standard x64
SQL 2017 Express xé64

SQL 2017 Enterprise x64
SQL 2016 Express xé64

SQL 2016 Standard x64
SQL 2016 Enterprise x64
SQL 2014 Express x86/x64
SQL 2014 Standard x86/x64
SQL 2014 Enterprise x86/x64

PLEASE NOTE: Windows 7 and 2008 Server — See section 3.1.
PLEASE NOTE: Domain controllers or child domains are not supported by

TDSi

1Size of hard disk depends on how many backups and events are to
be stored by the system.

2.5 Supported Browsers

Google Chrome

Morzilla Firefox

Edge

Microsoft Internet Explorer 11
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e Opera
3.Installer

Copy the installer onto C:\. Do not run from the downloads folder or desktop. This may
prevent SQL Server from installing correctly.

Run the ‘Setup.exe’ file.

An InstallShield pop-up window may appear, prompting you fo install any
prerequisites required.

Click ‘Install’.

GARDIS - InstallShield Wizard

4 GARDIS requires the following items to be installed on your computer. Click Install to
L ¥ henin installing these requirements.

Status  Reqguirement

Pending Microsoft .NET Framework 3.5 5P1 (Windows Feature)
Pending Microsoft .NET Framework 4.7, 2 Full

Pending Microsoft SQL Server 2014 Express SP2 (x64) - Gardis

Install | | Cancel

Wait while the required software is installed.
If prompted, click ‘Yes’ to restart your computer.
Gardis - InstallShield Wizard

44 Gardis requires the following items to be installed on your computer. Click Install to begin
LFY  installing these requirements.

Status Reguirement ‘
Succeeded Microsoft JNET Framework 3.5 SP 1 (Windows Feature)

Gardis - InstallShield Wizard =

The installation of Gardis requires a reboot. Click Yes to restart now or
Me if you plan to restart later.
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The InstallShield window will automatically reappear once your computer
has restarted and you've logged back in.

Click ‘Install’ to continue.

Gardis - InstallShield Wizard

44 Gardis requires the following items to be installed on your computer. Click Install to begin
L ¥ instaliing these requirements,

Status  Requirement
Pending Microsoft SQL Server 2014 Express RTM (x64)

Install | | Cancel

The installer window will now appear. Click ‘Next’.

Gardis - InstallShield Wizard (=2

Welcome to the InstallShield Wizard for Gardis

Il Gardis on your computer. To

Read the User License Agreement then click ‘l accept'.

To continue, click ‘Next’.
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Gardis - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

THE SCHEDULE - GARDIS LICENCE

1, The Buyer agrees and acknowledges that TDSi or the licensors of the Software
have and shall retain all right, title and interest induding copyright and any other intellectual
property rights in an to the Software and the Buyer shall obtain only such rights as are
specifically provided or referred to in the Conditions, the Special Conditions, or in any
specific software licence agreement.

2. If TDSi informs the Buyer that the terms of any specific software licence
agreement applies to the Software then, as a condition of the Contract the Buyer shall first
be required to enter into such agreement.

3. In the absence of an agreement to the contrary, supply of the Software to the
Buyer as an end user shall be deemed to confer upon the Buyer a non-exdusive non-
transferable paid up licence or sub-icence from TDSi or the licensor of the Software (as
appropriate) to use the Software and Documentation only on or in conjunction with the
System upon and subject to these Conditions and in particular the following Conditions 11.4
to 11.10.

4, TDSi shall supply the Buyer with a single copy of the Software in machine readable
form and the Buyer shall not make or cause to be made any copy, reproduction, translation,
adaptation, variation, version or modification of the Software (other than copies for back-
up use and archival purposes) without prior written consent of TDSi.

5. The Buyer shall keep the Software and the rest of the Documentation and alland ~

Click the required setup type. It's recommended that you select
‘Complete’, but to customise your install, click ‘Custom’.

To continue, click ‘Next’.

Gardis - InstallShield Wizard

Setup Type
Select the setup type to install.

etup type.

Click ‘Install’.
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Gardis - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation,

f your installation settings,

Wait while Windows features are installed.

'y
Gardis is currently installing Windows Features. Installation will continue once this is complete.

You will now see the configuration application appear. Enter the IP
address of the PC so you can access the system remotely. Once
complete, click ‘Update’ then ‘Finish’.

If you wish to use/access GARDIS on your PC only, leave the settings as
they are and click ‘Finish’ in the bottom right corner.

NOTE: If you're accessing GARDIS from a remote PC, you may need to
allow these port numbers in Windows firewall settings as a rule. See
Section 4 for information on how to set up firewall rules.

¢ Service URLs: ‘Uniform Resource Locator’ or the address where
GARDIS can connect to.

¢ Radio buttons: ‘Network’ for connecting from other machines
to the GARDIS PC >> drop down box to choose IP address from
those listed on the PC, it may have two or more network cards,
you will need to select which one will be listened to.

e ‘This PC only’ will display the URL that will only work on the PC
itself.

¢ These radio buttons do NOT change the operation of the
GARDIS service, it's only to indicate to the installer what the
desired URL will be following installation.

10
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A Gardis Configuration X

Settings | Database Maintenance | Licence

Service URLs
® Metwork 192.168.5.150 «| ® Basic Mode
() This PC only ) Expert Mode
Ports
Security Token Service Port 3074

Gardis API Port 53198

Gardis Website Port | 52773
Connect to Gardis using the following URL

http://192.168.5.150:52773

Database Connection
Update Data Source if NCT using default Gardis SQL Server installation

Connection String Data Source=localhost\Gardis;
Initial Catalog=Gardis;
Integrated Security=True;
Connect Timeout=30;
Encrypt=False;
TrustServerCertificate=False;
Pocling=True

If you do not have one of the internet browsers listed in section 2.5, you
will see this message.

5

Gardis - InstallShield Wizard (==l

f R You currently don't have a compatible Web Browser installed, Please
W install a compatible Web Browser,

To complete the install, click ‘Yes, | want to restart my computer now’ then
click ‘Finish’.

11
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Gardis - InstallShield Wizard

InstaliShield Wizard Complete

Navigate to the address you previously set in the configuration
application.

E.Q. 192.168.5.17:52773

Click ‘Log In’ on the landing screen, then you will now be able to log into
GARDIS using your username and password.

Username: GARDIS
Password: TDSi$1234

NOTE: The username and password is case sensitive.

GARDIS

Login

Uszername

LUsername

Password

Password

12
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You will now see the screen below, prompting you to change your
password.

Fill in the required fields, then click ‘Submit’. You will then be redirected to
the landing page once more and asked to re-enter your log in details.

You are required to change your password

Current Password

New Password

Confirm password

13
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4.Firewall Access for Server PC

5.1 Accessing Inbound and Outbound Port Rules

To access GARDIS on a browser from a remote PC you need to allow the
GARDIS ports through the firewall on the Server PC.

In the start menu, search for ‘Windows Firewall’ and click on it.

Programs (1)
ﬂ Weindows Firewall with Advanced Security
Control Panel (3)

|ﬂ Miindows Firewall
ﬂ Allow a program through Windows Firewall
P Check security status

p See more results

| ik d s firewall|

Look to the left hand panel and click ‘Advanced settings’.

Control Panel Home

Allow a program or feature
through Windows Firewall

@' Change notification settings

@ Turn Windows Firewall on or
off

® Restore defaults

& Advanced settings

Troubleshoot my network

14



TOS

5.2 Inbound Rules

In the left hand menu click ‘Inbound Rules’.

@ Windows Firewall with Schvanc
% Cutbound Rules
#% Connection Security Rules
. B Maonitaring

In the right hand menu click ‘New Rule...’

Actions

Inbound Rules -

ST Filter by Profile
W Filter by State
57 Filter by Group

v v v

Wiy
@) Refresh
5+ Exportlist.

E Help

Make sure ‘Port’ is selected, then click ‘Next'.

Rule Type

Select the type of firzwall rule to create.

Steps:

» Fule Type What type of rule would you like to create?

» Protocol and Ports

Action ) Program
@ FProfile Fiule that controls connections for a program.
@ Mame Port
Fiule that Zontrols connections for a TCP or UDP part.
) Predefined:

BranchCache - Content Retieval [Jses HTTF)

Fiule that controls connections for a ‘Windows experience.

(7) Custom
Custorn rule.

Learn more about wle types

< Back ( Mext » )[ Cancel

15
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Make sure TCP is selected, then click the ‘Specific Local Ports’ box and
enter:

5074
52773
53198

NOTE: Each port number must be followed by a comma.

Then click ‘Next'.

Protocol and Ports

Specify the protocolzs and ports to which thiz rule applies.

Steps:

@ Protocol and Ports

@

@

[

Fiule Type

Action
Profile

Name

Does this iule apply to TCP or UDP?

@ TCP
upp

Does this nule apply to all local ports or specific local ports?

All local ports

@ Specific local ports: 5074, 52773, 53134
Example: 80, 443, 5000-5010

Leam maore shout protocol and ports

< Back |[ Next » ]|

Cancel

Make sure you've selected ‘Allow the Connection’ then click ‘Next’.

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

» Fule Type

» Protocol and Ports
2 Action

s Profile

s Mame

“What action should be taken when a connection matches the specified conditions?
@ Allow the connection
This includes connections that are protected with IPsec as well as those are not,
_ Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec propeties and rules in the Connection Security
Rule node.

) Block the connection

Lean more about actions

<Back |[ Mew> ][ Cancel

16
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By default Doman, Private and Public are ticked. Change as required
then click ‘Next'.

Profile

Specify the profiles for which this rule applies.

Steps:

Rule Type

Protocol and Ports

Action

Prafile

Marme

‘when does this iule apply?

Domain

Applies when a computer iz connected to its corporate dormain.

Private

Applies when a computer iz connected to a private network location.

Public

Applies when a computer is connected to a public network location.

Learn more about profiles

< Back ] [ Mext =

) (

Cancel

Give the new rule a name and enter a description if required, then click ‘Finish’.

Name

Specify the name and description of this rule.

Steps:

Fule Type

Action

Frafile

@ Mame

Protocol and Ports

I ame:

GARDIS Parts

Dezcription [optional]:

¢Back |[ Finish

) (

Cancel

17
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5.3 Outbound Rules

One of the port numbers also needs to be entered into an Outbound Rule.

Windows Firewall Advanced Settings should still be open, click ‘Outbound
Rules’ in the left menu.

@& Windows Firenall with Advanc
4 Inbound Fules
:i._ Connection Security Rules
- bonitoring

Click ‘New Rule..." in the right hand menu.

Actions
Outhound Rules -
5

7 Filter by Profile
S Filker by State
S Filter by Group

v v v v

Wiews
i Refresh

L]

5k Export List.,

E Help
Select ‘Port’ then click ‘Next’.

Rule Type

Select the type of firewall rule ta create.

Steps:
s Fu=Type What twpe of rule would you like to create?

» Protocol and Ports

@ Action ) Program
@ Profile Fiule that cortrols connections for a program.
@ MName @ Port

Rule that controls connections for a TCP or UDF port.
) Predefined:
EBranchCache - Cortent Retiewval [Uses HTTP)

Rule that control: connections for a‘wWindows experience.

) Custom
Custarn e

Learn more about e bypes

< Back Mest > ] [ Cancel

18
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Make sure ‘TCP’ is selected, then enter ‘5074’ in the specific remote ports
box. Then click ‘Next'.

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

# Fule Type Does this rule apply to TCP or UDP?
»  Protocol and Ports @ TCP

@ Action upp

@ Profile

@ MName

Doeg thig rule apply to all remote ports or gpecific remote ports’?

All remote ports

@ Specific remote ports: BO74|
Example: 80, 443, 5000-5010

Learn more about protocol and ports

< Back |[ Mext > ] | Cancel

Make sure ‘Allow the Connection’ is selected, then click ‘Next'.

Action

Specify the action to be taken when a cormection matches the conditions specified in the rule.

Steps:

Fule Type ‘what action should be taken when a connection matches the specified conditions?

Pratocol and Parts
@ Allow the connection

; Bl Thiz includes connections that are protected with |Pzec az well az thoze are not.
s Profile

Allow the connection if it is secure
» Mame

This includes anly conhections that have been authenticated by using [Pzec. Connections

will be zecured uzsing the settings in IPzec properties and rules in the Connaction Security
Fiule node.

Block the connection

Learn more about actions

< Back |[ Mext » ] | Cancel

19
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By default Domain, Private and Public are ticked. Change as required
then click ‘Next'.

Profile

Specify the profiles for which thiz rule applies.

Steps:

@ Fule Type when does thiz e apply?

@ Protocol and Parts

@ Action Domain
Applies when a computer iz connected ta itz corparate domain.

@ Profile
@ Mame Frivate
Applies when a computer iz connected to a private network location.
Public

Applies when a computer is connected to a public network location.

Learn more about profiles

< Back ][ Mext > ] [ Cancel

Name the rule as required then click ‘Finish’.

Name

Specify the name and description of this rule.

Steps:

Fiule Type

Fratocol and Ports

»  Action
) Prafile B

GARDIS Outbound Fuld
@ Mame

Deszcription [optional]:

< Back ] [ FEinigh ] [ Cancel

20
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5.Upgrading GARDiS

6.1 Uninstall the Previous Version

Go to Control Panel -> Programs and Features. Right click on GARDIS from
the list of programs and select “Uninstall”.
The software will be removed and the configuration settings will remain.

6.2 Install the New Version

Install the new version by following the steps in section 4 (Installer) from this
manual.

During the Configuration step, the previous settings will be displayed.
Confirm and close.

The installer may ask to reboot the computer. This is recommended for
successful software installafion.

6.Troubleshooting

7.1 Installing on a Domain Controller

GARDIS cannot be installed on a domain conftroller. If you attempt to
install on a domain controller you will see this error message.

4 Gardis requires the following items to be installed on your computer. Click Install to begin
L=*1 installing these requirements.

Status  Requirement
PendingMicrosoft MET Framework 3.5 5P 1 (Windows Feature)

The installation of Gardis Domain Controller has failed. Setup will now
exit.

oK

Installing Gardis Domain Controller

Install Cancel

7.2  Errorinstalling .NET 3.5

If you encounter an error while installing .NET 3.5 during the installation, go
to the following web address
https://support.microsoft.com/en-gb/help/2734782/net-framework-3-5-
installation-error-0x800f0906-0x800f08 1f-0x800f0207

Find your Windows version and error code, then follow the instructions on
Microsoft’s website.

21
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Gardis - InstallShield Wizard

Gardis requires the Following items to be installed on your computer, Click Install to begin

Py
installing these requirements,

Status  Requirement |
Falled  Microsoft (NET Framewark 4.6.1 Full

Gardis - InstallShield Wizard X

The installation of Microsoft \MET Framewark 4.6.7 Full appears to have
failed, Do youwant to continue the installation?

7.3 Errorinstalling .NET 4.7.2

If you encounter an error as shown below while installing .NET 4.7.2 you will
need fo install windows updates.

7.4 SQL Installation Failure

If you encounter errors while installing SQL during the installation of
GARDIS. open the ‘Summary.ixt’ log file located here:

C:\Program Files\Microsoft SQL Server\120\Setup Booftstrap\Log\
Or, depending on what operating system you're using:

C:\Program Files (x86)\Microsoft SQL Server\120\Setup Bootstrap\Log\

4 Gardis requires the following items to be installed on your computer, Click Install to begin
LS=5Y  instaliing these requirements.

Status Requirement

Eailled  Microsoft SOl Server 20114 Fxnress RTM (xA4)
Gardis - InstallShield Wizard

The installation of Microsoft SQL Server 2014 Express RTM (x64) appears
to have failed. Do you want to continue the installation?

Installing Microsoft SQL Server 2014 Express RTM (x64)

Install Cancel

22
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7.5 Troubleshooting — Windows Features

If you experience any issues while installing or running GARDIS, Windows
may have been unable to automatically enable some of the Windows
features. The following steps will show you how to enable all the required
features depending on the version of Windows you are using.

Make sure you check these Windows features.

7.5.1 Windows 10 Windows Features

Windows features are accessible by clicking ‘Start’ and performing a
search through the control panel.

Click ‘Turn Windows features on or off’.

= 0 i1 Filters
Best match

E*- Turn Windows features on or off
[ 41 control panel

Search suggestions

L windows features - see web results
22 windows features list

O windows features on

}3 windows features update

P windows features in windows 10
2 windows features on demand

£ windows features windows 10

R N R Y

O windows features pack

O windows features|

s E G

Go to Section 7.5.3 for details of the windows features required by
GARDIS.

/.5.2 Windows Server Windows Features

Windows features can be configured on Windows Server 2016 by clicking
the ‘Start’ icon then clicking ‘Server Manager’.

23
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) Google Chrome

Most used
Snipping Tool

Paint

Google Chrome

Search

Server Manager

Settings

Windows Server

S 3

Windows
Server Manager | PowerShell

- o
Windows

Administrativ... Task Manager

3 L]

Event Viewer

Windows Accessories

Windows Administrative Tools

Windows Ease of Access

Windows PowerShell

Windows System

€ &

>

[ =]
Windows
PowerShell ISE

Control Panel

File Explorer

TOS

In the top right corner, click ‘Manage’ then click ‘Add Roles and Features’.

—

Manage Tools View

Add Roles and Features

Remaove Rales and Features

Add Servers

Create Server Group

Server Manager Properties

x

Click ‘Next'.

24



Fﬁ Add Roles and Features Wizard

Before you begin

- [m] X

DESTINATION SERVER
VMO1-011DEV

This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the ing needs of your

Installation Type hosting 2 website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured

complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

Before you continue, verify that the following tasks have been completed:

* The most current security updates from Windows Update are installed

such as sharing d . or

If you must verify that any of the preceding prerequisites have been completed, close the wizard,

< Previous | | Next >

Install Cancel

Select the required option then click ‘Next'.

Fﬁ Add Roles and Features Wizard

Select installation type

= [m] X

DESTINATION SERVER
VMO1-011DEV

Before You BEGin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

Install | | Cancel

TS

25
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Click the required server then click ‘Next’.

= Add Roles and Features Wizard - m} X
Select destination server S ottas o

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

lect a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool

Features
Filter: | |
Name IP Address Operating System
VMO01-011DEV 192.168.5.27 Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous | | Next > | ‘ Install Cancel

Scroll down the list fo ‘Web Server (lIS)’ then click to enable it. Then click

‘Next'.
{2 Add Roles and Features Wizard - (] X
DESTINATION SERVER
Select server roles nor-01105v
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection || Active Directory Federation Services A Web Server (IIS) provides a reliable,
[[] Active Directory Lightweight Directory Services manége@ble_, and scalable Web
[] Active Directory Rights Management Services application infrastructure.
[] Device Health Attestation
Web Server Role (iS) [] DHCP Server
I . [C] DNS Server
Role Services CJ FaxServer
Confirmation 1 [m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-v

[] MultiPoint Services

[C] Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[] Volume Activation Services

leb Server (lIS)

[C] Windows Deployment Services

[C] Windows Server Essentials Experience

[C] Windows Server Update Services 7

< Previous I [ Next > | ‘7{;]5;@71 Cancel

Select Web Server Role.
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fE Add Roles and Features Wizard - O X

Web Server Role (lIS) Tt 7Ty

Web servers are computers that let you share information over the Intemet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IIS) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Server Selection
Server Roles
* The default installation for the Web Server (IIS) role includes the installation of role services that

enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Role Services

Confirmation

More information about Web Server IIS

| < Previous | [ Next> | Install : Cancel

Select Role Services to begin editing the Windows Features. Go to section 7.5.3 for full details of the
windows featfures to enable.

= Add Roles and Features Wizard = m] X
. DESTINATION SERVER
Select rO|e services VMO1-011DEV

Before You Begin Select the role services to install for Web Server (lIS)

Installation Type Role services Description
Server Selection = Web Seivei Static Content allows the Web server
Server Roles 4 [V] Common HTTP Features to publish static Web file formats,

Default Document such as HTML pages and image files.
Directory Browsing Use Static Content to publish files on

HTTP Errors your Web server that users can then

view using a Web browser.
[] HTTP Redirection
Confirmation [C] WebDAV Publishing

[ Health and Diagnostics

l Performance

[ Security

¢ [ Application Development
v [] FTP Server
L Management Tools

Features

Web Server Role (IIS)

< Previous Next > \ Install | Cancel

Click ‘Next’ then ‘Install’ to begin installing the windows features.
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- a X

Fg; Add Roles and Features Wizard

DESTINATION SERVER

Confirm installation selections VMO1-011DEV

| A, Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x

To install the following roles, role services, or features on selected server, click Install.

Before You Begin
Installation Type []Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
Server Roles begn selected automatically. If you do not want to install these optional features, click Previous to clear
= = their check boxes.
Features
.NET Framework 3.5 Features |
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

Server Selection

Web Server Role (IIS)

Role Services

S .NET Framework 4.6 Features
Confirmation
ASP.NET 4.6

Message Queuing
Message Queuing Services
Message Queuing Server

Web Server (1IS)
Management Tools

Export configuration settings
Specify an alternate source path

Next > I Install H Cancel

Wait for Windows to install the features, then once complete click ‘Close’.

& Add Roles and Features Wizard - (] X

DESTINATION SERVER

Installation progress Vho1-01105v

View installation progress

o Feature installation

Installation succeeded on VMO01-011DEV.

.NET Framework 3.5 Features

.NET Framework 3.5 (includes .NET 2.0 and 3.0)
.NET Framework 4.6 Features

ASP.NET 4.6
- Message Queuing
RES 5 .

Message Queuing Services
Message Queuing Server

Web Server (lIS)

Management Tools
1IS Management Console

Wah Sanvar

You can close this wizard without interrupting running tasks, View task progress or open this
! page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous Next> | Close | Cancel

7.5.3 Window Features to Enable

Make sure ‘.NET Framework 3.5’ and ‘4.7’ (4.8 depending on Windows
O8) are enabled at the top of the list.

Make sure ‘Internet Information Services’ are enabled, then click the
icon to expand and reveal more options.
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Windows Features — O X
Turn Windows features on or off 7]

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that enly part of the feature is turned on.

[m] MET Framework 3.3 (includes .MET 2.0 and 3.0) ~
®] | .NET Framework 4.7 Advanced Services

Active Directory Lightweight Directory Services

Containers

Data Center Bridging

Device Lockdown

B E

Hyper-V

Internet Explorer 11

Internet Information Services Hostable Web Core

Legacy Components

Media Featires 2

Cancel

=]

=]

JO00mROO0O0O0

H

Click the ™ icon next to Web Wide Web Services to expand and show
more options.

Windows Features - O x
Turn Windows features on or off (2]

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that enly part of the feature is turned on.

m] | .MET Framework 4.7 Advanced Services A
[1 | Active Directory Lightweight Directory Services
O  Containers
[] | Data Center Bridging
[0 Device Lockdown
[ Hyper-v
Internet Explorer 11
= ®]  Internet Information Services
[0 FTP Server
m | Web Management Tools
IO World Wide Web Services
| Internet Infarmatinon Services Hostahle Weh Core 2

Click the =icon next to Application Development Features to expand
then make sure the following settings are enabled:

.NET Extensibility 4.7/4.8
ASP

ASP .NET 4.7/4.8

ISAPI Extensions

ISAPI Filters
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To turn a feature on, select its checkbox, To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

= W | Application Development Features
JNET Extensibility 3.3
NET Extensibility 4.7
Application Initialization
ASP
ASP.NET 3.5
ASP.MET 4.7
CGl
ISAPI Extensions
Server-5Side Includes
WehSncket Protocnol

TREIRORREREE

Cancel

Windows Features - O *
Turn Windows features on or off (7]

TSy

Scroll down to Common HTTP Features and click the icon tfo reveal
more options. Then make sure the following settings are enabled:

e Default Document
e Directory Browsing
e HTTP Errors

e Static Content

Windows Features —

Turn Windows features on or off

[m] | Application Development Features
= @ | Common HTTP Features

Default Document

Directory Browsing

HTTP Errors

HTTP Redirection

WebDAV Publishing
Health and Diagnostics

ORI ORI ERIE]

|
|E| Performance Features
[m] Security

| Internet Informatinn Services Hostahle Weh Core

O

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

Cancel

*

Click the ®=icon next to Health and Diagnostics to reveal more settings
then make sure the following settings are enabled:

e HTTP Logging
¢ Request Monitor
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Windows Features -

Turn Windows features on or off

O X

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

m] | Application Development Features
m] | Common HTTP Features

= m] | Health and Diagnostics

Custom Logging

HTTP Logging

Legging Tools

ODBC Logging

Request Monitor

Tracing

ORO0ORDO

= [m]
= [m]

Performance Features
Security

TSy

Click the * icon next to Performance Features then make sure the

following settings are enabled:

¢ Static Content Compression

Microsoft Print to PIE

Windows Features - O X
Turn Windows features on or off 7]
To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. Afilled box means that enly part of the feature is turned on.

@] | Application Development Features ~
m] | Common HTTP Features
[m] | Health and Diagnostics
= [m] | Performance Features
[ | Dynamic Content Compression
Static Content Compression
W] | Security
[0 Internet Information Services Hostable Web Core
[ | Legacy Components
Media Features
0 Microsoft Message Queue (MSMC) Server
= Y]

Cancel

Click the "= icon next to Security and make sure the following settings are

enabled:
Basic Authentication
IP Security

Request Filtering
URL Authorization

Client Certificate Mapping Authentication
IIS Client Certificate Mapping Authentication
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Windows Features - O hd
Turn Windows features on or off [ 7]

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

m] | Performance Features A
=RC]] Security

Basic Authentication

Centralized 55L Certificate Support

Client Certificate Mapping Authentication
Digest Authentication

115 Client Certificate Mapping Authentication
IP Security

Request Filtering

URL Authorization

Windows Authentication

1 Internet Informatinn Services Hostahle Weh Core

Cancel

ORI R EREEIE]

Last of all, scroll down to Microsoft Message Queue (MSMQ) Server and
make sure that it is enabled.

Windows Features - O *
Turn Windows features on or off [ 7]

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

m] | Performance Features ~
m] | Security
J Internet Information Services Hostable Web Core
[0 | Legacy Components
Media Features
(1| Microsoft Message Queue (M5SMQ) Server
Microsoft Print to PDF
[ | MultiPoint Connector
[m] Print and Document Services
O RAS Connection Manager Administration Kit (CMAK)
Remote Differential Cornpression APl Support
[1 L RIP Listener ¥

Once complete, click ‘OK’.
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7.6 Log in Button Error

Symptom: Can navigate to the login page, but when you click the ‘Login’
button, the following screen appears with IDX10803 error.

Erreur du serveur dans |'application /',

IDX10803: Unable to create to obtain configuration from: 'http://192.168.1.121:50. v/ well- Iration'.

Resolution: Change the ‘Load User Profile’ setting in IIS fo ‘True’.

e Open ‘Internet Information Services (lIS) Manager'.

e Find your computerin the connections menu on the left and click
the ‘Expand’ arrow.

e Click ‘Application Pools’.

o Left click ‘GardisToken’ then click ‘Advanced Settings’ in the right
hand menu.

e Locate ‘Load User Profile’.

o [fift says false, click on it and change it to ‘True’.
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@3 Internet Information Services (IIS) Manager - s8] % ]|
6@ [+ SOLDWORKS » Application Pools & @
File View Help
ei Application Pools : el = |
PP Advarred Sty ‘ & Add Application Pool...
s’:’)l.:\nwlgr:s (TvlJSI}robert.tw % mocidsyou ewand renacs A T I Set Application Pool Defaults...
- Si’::" lon.toots processes, contain one or more applid | T Pt W GrE VST Va0 Application Pool Tasks
b .
Fiter: - B Gol Enable 32-Bit Applications True L Start
| | Managed Pipeline Mode Integrated Stop
jlame LI Name GardisToken Recycle... i
8ASP,NET w0 Stated  va. Queue Length 4000 = e
DAPNETWOCL. Started  vf| | giar Automtically T Appiica "
- Basic Settings...
8 . staned 2l |3 cpy
i [ el . Recycling...
Advanced Settings.
2 Gardis Started 4 Limit Action NoAction i <
2} GardisToken Started  vé| Limit Interval (minutes) 0
Processor Affinity Enabled False X Remove
Processor Affinity Mask 4294967295 View Applications
i ;:mfs GardisSTS ® e
entiy ! Online Help
Idle Time-out (minutes) 2
Load User Profile True [+
Maximum Worker Processes 1 i
Ping Enabled True -
Load User Profile
[loadUserProfile] This setting specifies whether IS loads the user profile for
an spplication pool identity. When this value is true, IS loads the user
profile for the application pool identity. Set this value to false when you fe...
| )
2 = + | [ Features View |72 Content View
Ready 4

Once complete, open ‘Services’ and find ‘Gardis API'. Right click it, then
click ‘Restart’.

G senices (Local | LR —
Gardis Api Name - Description Status Startup Type Log ~
% Encrypting File System (EFS]  Provides th... Manual (Trig... Lac
Stop the service 2 Extensible Authentication P... The Extensi... Manual Loc
Restart the service G Function Discovery Provide.. The FDPHO... Manual Loc
‘%Functlon Discovery Resourc... Publishes th.. Manual Loc
Description: % Gardis Acu Manager Gardis Acce...  Running  Automatic Loc
Gardis AP| Service *1 Gardis Api - Running  Automatic AGE
C;, Gardis Credenti Running  Automatic Loc
‘%GEVGIS Databas: gy Running  Autematic AGz
2 Gardis Event M Pause Running  Automatic Loc
2 Gardis Service Resume Running  Automatic Loc
‘%Gpo\l Restart Running  Autematic Loc
‘&E‘mup Policy Cl All Tasks N Running  Autematic (T... Loc
; Health Key and Manusl Loc
2k Human Interfa Refresh Manual (Trig... Loc
‘%Hypar—v Data E| Properties Running  Manual (Trig... Loc
% Hyper-V Guest Manual (Trig... Loc
i Hyper-V Guest [E=D Running  Manual (Trig.. Loc
G Hyper-V Heartbeat Service Monitersth.. Running  Manual (Trig.. Loc
% Hyper-V Remote Desktop Vi.. Providesap.. Running Manual (Trig.. Loc
{2 Hyper-V Time Synchronizat.. Synchronize.. Running Manual (Trig.. Loc
G Hyper-V Volume Shadow C.. Coordinates.. Running  Manual (Trig.. Loc o
<] [T | >
Extended /, Standard /

Stop and Start service Gardis Api on Local Computer

7.7 Unable to login

The most likely cause of this issue is that the GARDIS services aren’t
running.

Once you've restarted your system after the install, GARDIS should start
automatically within 3 minutes.
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Open ‘Services'.

Programs (5)

. Component Services

W5 Internet Information Services (IIS) Manager

‘ 24 Services

277 Services

) SQL Server 2014 Reporting Services Configuration Manager

Control Panel (6)

View local services

a Manage Information Cards that are used to log on to online ser...

a Windows CardSpace

1B Allow remote access to your computer

1® Allow Remote Assistance invitations to be sent from this comp...

1B Select users who can use remote desktop

4 See more results

Services x ‘

| Shut down | » |

Make sure the following services are running.

e Gardis ACU Manager

o Gardis API

e Gardis Credential Manager
o Gardis Event Manager

e Gardis Service Manager

e SQL(GARDIS)

" Services (Local)
‘Gardis Acu Manager Name

Stop the service

Restart the service
5: DNS Client

% Encrypting File System (EFS)
Gardis Access Control Unit Manager £}, Family Safety
4 Fax
£ File History Service

% Function Discovery Resourc

Acu Manager
5 Gardis Api
% Gardis Credential Manager

5 Gardis Event Manager
5 Gardis Service Manager

S Gpoll
5 Group Policy Client
5 Health Key and Certificate ...

t; HomeGroup Listener
<

5 Distributed Link Tracking Cl...
% Distributed Transaction Co...

Description: £, Extensible Authentication P...

% Function Discovery Provide..,

5: Google Update Service (gup...
5: Google Update Service (gup...

Description

Maintains li...

Coordinates...
The DNS Cli...

Provides th...
The Extensi...

This service ...

Enables you...

Protects use...
The FOPHO...

Gardis API 5.

Gardis Cred...
Gardis Even...
Gardis Servi...
Keeps your ...
Keeps your ...

V0.4_1015:0...

The service ...

Provides X.5...

Makes local...

Status

Running
Running
Running

Running
Running
Running

Running
Running
Running

Running

Running

Startup Type
Automatic
Manual

Automatic (T...
Manual (Trig...

Manual
Manual
Manual

Manual (Trig...

Manual
Manual

Automatic
Automatic
Automatic
Automatic

Automatic (D...

Manual
Automatic

Automatic (T...

Manual
Manual

\ Extended /(Standard

If the services aren’t running, right click on it and click ‘Start'.

TOS
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. Services (Local)
‘Gardis Api

Start the service

Description:
Gardis AP Service

-

MName

&, Extensible Authentication P...
L Family Safety
Lo Fax

L. File History Service

L Function Discovery Provide...

L Function Discovery Resourc..,

L Gardis Acu Manager

Description

The Extensi...

This service ...
Enables you...
Protects use...

The FDPHO..

Publishes th...

. Running

#4 Gardis Api |

£ Gardis Cre Start red.
L Gardis Ever| Stop en..
L Gardis Serv Pause ENVi...
L Google Up =TT ur
L Google Up Restart ur ..
L Gpoll 5:0..
L Group Poli All Tasks b olice ..
L Health Key Refresh X5,
L HomeGrou cal..
L:HomeGrou Properties ne.
L Human Int an...
Lo Hyper-VD Help an
L Hyper-V Guest Service Inter... Providesan ...

<

Status

Running
Running

Running
Running
Running

. Running

. Running
. Running

Startup Type
Manual
Manual
Manual

Manual (Trig...

Manual
Manual

Automnatic

Autormnatic
Automnatic
Automatic
Automatic

Automatic (D...

Manual
Automatic

Automatic (T...

Manual
Manual

Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...

\ Extended /(Standard /

Now you're sure the services are running, browse fo:

TOS

http://localhost:52773 or the address you've set previously during
the installation.

You will now be able to log into GARDIS using your username and
password.

7.HTTPS

The default protocol for GARDIS is Http. This is, in most cases, acceptable
as all data is being fransferred on a local area network. In a medium fo

large organisation, data protection and securing data will be more

active. For this, the protocol needs to be configured to use Hitps, which
encrypts all data between the client (Browser) and the server.

It is recommended to stop all GARDIS services until all tasks are complete.

8.1 Enable the https

First run the GARDIS configuration tool and select the Hitps option.

Service URLs
@ Metwork
") This PC only

Protocol

10.0.5.123

-

) Http

@ Https

@ Basic Mode
) Expert Mode

Change the protocol from ‘Hitp’ to ‘Hitps’.
Https has a default port of 443 and if this is the only welbsite running on this
PC (recommended), the website port can be set to this value.
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Ports
Security Token Service Port 44310 @|
Gardis AP Port 44311 [§|
Gardis Website Port 443 @|

Connect to Gardis using the following URL

The ‘Security Token Service’ and ‘API' can then be changed to any value
and as an idea using a 443xx gives an indication they are also on a https.
Finally click the ‘Confirm’ button to save these settings.

If an error occurs af this point in updating the IIS setftings, this can be
ignored as changes are required o be set in the lIS.

8.VPN and WAN

GARDIS will not work internally as the VPN network cannot be accessed
on the same WAN.
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