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Important
The following functions are for reference only. Some series products may not support all the functions
listed below.

Cybersecurity Recommendations

1. Change Passwords and Use Strong Passwords

The number one reason systems get “hacked” is due to having weak or default passwords. It is
recommended to change default passwords immediately and choose a strong password whenever
possible. A strong password should be made up of at least 8 characters and a combination of special
characters, numbers, and upper and lower case letters.

2. Update Firmware
As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera
firmware up-to-date to ensure the system is current with the latest security patches and fixes.

“Nice to have” recommendations to improve your network security

1. Change Passwords Regularly
Regularly change the credentials to your devices to help ensure that only authorized users are able to
access the system.

2. Change Default HTTP and TCP Ports:

e Change default HTTP and TCP ports for systems. These are the two ports used to communicate and
to view video feeds remotely.

e These ports can be changed to any set of numbers between 1025-65535. Avoiding the default ports
reduces the risk of outsiders being able to guess which ports you are using.

3. Enable HTTPS/SSL.:
Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your devices
and recorder.

4. Enable IP Filter:
Enabling your IP filter will prevent everyone, except those with specified IP addresses, from accessing

the system.

5. Change ONVIF Password:
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On older IP Camera firmware, the ONVIF password does not change when you change the system’s
credentials. You will need to either update the camera’s firmware to the latest revision or manually
change the ONVIF password.

6. Forward Only Ports You Need:

e Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of numbers
to the device. Do not DMZ the device's IP address.

e You do not need to forward any ports for individual cameras if they are all connected to a recorder on
site; just the NVR is needed.

7. Disable Auto-Login on SmartPSS:

Those using SmartPSS to view their system and on a computer that is used by multiple people should
disable auto-login. This adds a layer of security to prevent users without the appropriate credentials
from accessing the system.

8. Use a Different Username and Password for SmartPSS:

In the event that your social media, bank, email, etc. account is compromised, you would not want
someone collecting those passwords and trying them out on your video surveillance system. Using a
different username and password for your security system will make it more difficult for someone to
guess their way into your system.

9. Limit Features of Guest Accounts:
If your system is set up for multiple users, ensure that each user only has rights to features and
functions they need to use to perform their job.

10. UPnP:

e UPnP will automatically try to forward ports in your router or modem. Normally this would be a good
thing. However, if your system automatically forwards the ports and you leave the credentials defaulted,
you may end up with unwanted visitors.

e If you manually forwarded the HTTP and TCP ports in your router/modem, this feature should be
turned off regardless. Disabling UPnP is recommended when the function is not used in real
applications.

11. SNMP:
Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for
tracing and testing purposes only.

Vi
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12. Multicast:
Multicast is used to share video streams between two recorders. Currently there are no known issues
involving Multicast, but if you are not using this feature, deactivation can enhance your network security.

13. Check the Log:

If you suspect that someone has gained unauthorized access to your system, you can check the system
log. The system log will show you which IP addresses were used to login to your system and what was
accessed.

14. Physically Lock Down the Device:
Ideally, you want to prevent any unauthorized physical access to your system. The best way to achieve
this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a lock and key.

15. Connect IP Cameras to the PoE Ports on the Back of an NVR:
Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and
cannot be accessed directly.

16. Isolate NVR and IP Camera Network

The network your NVR and IP camera resides on should not be the same network as your public
computer network. This will prevent any visitors or unwanted guests from getting access to the same
network the security system needs in order to function properly.

Electrical safety

® Allinstallation and operation should conform to your local electrical safety codes.

® The power source shall conform to the requirement of the Safety Extra Low Voltage (SELV)
standard, and supply power with voltage rated by DC 12 V or AC 24 V according to the Limited
power Source requirement of IEC60950-1. Please note that the power supply requirement is
subject to the device label.

® Make sure the power supply is correct before operating the device.

A readily accessible disconnect device shall be incorporated in the building installation wiring

® Prevent the power cable from being trampled or pressed, especially the plug, power socket and the
junction extruded from the device.

® \We assume no liability or responsibility for all the fires or electrical shock caused by improper
handling or installation.

Environment

vii
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Do not aim the device at strong light to focus, such as lamp light and sun light, otherwise it might
cause over brightness or light marks, which are not the device malfunction, and affect the longevity
of Charge Coupled Device (CCD) or Complementary Metal-Oxide Semiconductor (CMOS).

Do not place the device in a damp or dusty environment, extremely hot or cold temperatures, or the
locations with strong electromagnetic radiation or unstable lighting.

Keep the camera away from water or other liquid to avoid damages to the internal components.
Keep the indoor device away from rain or damp to avoid fire or lightning.

Keep sound ventilation to avoid heat accumulation.

Transport, use and store the device within the range of allowed humidity and temperature.

Heavy stress, violent vibration or water splash are not allowed during transportation, storage and
installation.

Pack the device with standard factory packaging or the equivalent material when transporting the
device.

viii
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1 Product Overview

The common networking mode for IPC is to connect IPC to PC via switch or router. The common
network mode is shown in Figure 1-1.

Cable
Switch or Router

IPC

Figure 1-1

Before you have access to network camera via the Internet, you need to acquire its IP address. Users
can search IP address of network camera via Quick Config Tool.
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2 Initial Config

In this chapter it is to introduce the device initial config operation, which includes device initialization,
login device, log out WEB interface and password reset.

2.1 Device Initialization

It needs to implement device initialization when you use the device for the first time. Here it is to take
WEB operation as an example to introduce device initialization. You can also initialize device via Quick
Config Tool, NVR and platform etc.

Note

In order to guarantee device safety, please keep admin login password properly after device
initialization, and modify the password regularly.

Step 1

Open IE browser, input camera IP address in the address bar and click Enter.

The system will display the interface of Device Initialization after it is connected successfully, which is
shown in Figure 2-1.

Note

The default IP address is 192.168.1.108.

Device Initialization

Username admin

Password The minimum pass phrase length is 8 characters

Confirm Password

Use a password that has 8 to 32 characters, it can be a combination of letter(s),
number(s) and symbol(s) with at least two kinds of them.(please do notuse

special symbols like"™;: &)

[v] Email Address
To reset password, please input properly or update in time.

Save

Figure 2-1

Step 2
It is to set admin login password, please refer to Table 2-1 for more details.
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Parameter Note
User name The default user name is admin
Password The password ranges from 8 to 32 digitals. It can contain letters, numbers
Confirm and special characters (excluding “”,*",%”,“.”,“&”) . The password shall
assword contain at least two categories. Usually we recommend the strong
P password.
Input an email address for reset password purpose. In case you forgot
Email password in the future, input the security code you got on the assigned
email to reset the password of admin.
Table 2-1
Step 3
Click Save.

The system will display the interface of End-User License Agreement, which is shown in Figure 2-2.

End-User License Agreement

>

Zhejiang Dahua Technologies Co. Ltd. Software End User License Agreement

1. NOTICE

IMPORTANT NOTICE. PLEASE READ CAREFULLY: This Zhejiang Dahua Technology Co. LTD (Dahua) License Agreement
(‘Agreement) sets forth the terms and conditions under which You are licensed to use the Software. By installing, copying,
downloading the Sofiware or using the same by any other means, you are deemed to have accepted this Agreement. If you do not
agree with itin whole orin part, you do not have the right to use this Software, in which case you should immediately stop installing,
copying the Software or using the same by any other means.

2. DEFINITIONS

‘Software’ means information management program(s) or supporting document(s) consisting of several modules or functions.
Supporting document(s) includes all or part of the source codes and object codes of the Software, as well as the images,
photographs, icons, animations, audio, video, music, words and codes incorporated therein; it also includes all relevant paper or
electronic information and technical documentation which describe the functions, characteristics, contents, quality, tests, customer

manuals useranrepments ste CSoftware Product ar 'Saftware’

L]

[7] I have read and agree to all terms

Figure 2-2

Step 4
Select | have read and agree to all terms and click Next.
The system will display the interface of Easy4iP, which is shown in Figure 2-3.
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[v] Easy4ip

Register device to EASY4IP and then suitable for user to apply for cloud account. It can realize cloud service such as remote
surveillance, device record, alarm, cloud storage, using device to manage cloud.

Scan and Download EASY4IP APP

Next

Figure 2-3

Step 5
Select Easy4iP according to actual needs and realize Easy4iP registration for device, click next. The
system will display the interface of Online Upgrade, which is shown in Figure 2-4

Online Upgrade

[V] Auto-check for updates

Notify automatically when updates available. The system checks for updates every day.

Online Upgrade is a service that provides you with firmware updates by cloud. This service will collect device information in order to
inform you about available firmware updates. Such information may include your device name, firmware version and device
identification numbers. Such information is processed for the sole purpose of informing you about firmware updates.

Save

Figure 2-4

Step 6
It is to set upgrade method according to the actual requirements.
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Select Auto-check for upgrade and the system will check once daily automatically when there is system
upgrade prompt.
Note
After login, you can make setting in ‘Setup > System > Upgrade > Online Upgrade’.

Step 7
Click Save and device initialization is completed.

2.2 Login and Logout

Here it is to introduce device login and WEB interface logout via browser, it is to take IE Explorer 8 as

an example to make introduction.

2.2.1 Log in WEB Interface

Users can make operations such as live, playback and config upon the device after logging in device

WEB interface via browser.

Note

® |t can log in WEB interface after device initialization is completed.

® |t will prompt to install plug-in when logging in the system for the first time, please download and
install plug-in according to prompt.

Step 1

Open IE browser, input camera IP address in the address bar and click Enter button.

The system will display the Login interface after it is successfully connected, which is shown in Figure

2-5.

Username:

Password: . Forgot password?

Login Cancel

Figure 2-5
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Step 2
Input the password of admin user.
Step 3
Click Login.
It will display the Live interface after it logged in successfully, which is shown in Figure 2-6.
Note
Different devices have different functions with different interface display; please refer to the actual
interface for more details.

@8 @ ¢o  ©

Figure 2-6

2.2.2 Logout

Click Logout and return to WEB login interface. After logging in the device WEB, the system will
hibernate automatically if it fails to operate the device for a period of time. It can recover to normal
working status quickly after entering password.

2.3 Reset Password

Users can reset password via reserved email when you forget the password of admin user.

Step 1

Open IE browser, input camera IP address in the address bar and click Enter button.

The system will display the Login interface after it is successfully connected, which is shown in Figure
2-7.
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Username:

Password; | Forgot password?

Login Cancel

Figure 2-7

Step 2
Click Forgot password?
The system will display the interface of Reset Password, which is shown in Figure 2-8.

Reset the password(1/2)
SN: 2C04ABIYAZ00019
QR code:
Note(For admin only):
Option 1. Please download Easy4ip and then from
Me-Settings-Reset device password, scan the left
QR code.
Option 2. Please use an APP to scan the left QR
code to get special strings. And then send the
strings to support_rpwd@global.dahuatech.com.
The security code will be delivered to 1***@gg.com
Security code:
I Cancel I I Next I
Figure 2-8

Step 3

Reset login password.

Scan the QR code according to the interface prompt and acquire security code, then input the security
code which is received via your reserved email.

Caution



Calaya Dahua Network Camera Web 3.0 Operation Manual
® Please use the security code to reset the password within 24 hours after you received the security
code via your reserved email. Otherwise the security code will be invalid.
® |f you fail to use security code for twice continuously, then the system will prompt that it fails to
acquire security code for the third time. It needs hardware to restore device default setting and
acquire security code again or wait for 24 hours and acquire it again if it needs to use the device
normally.

Step 4
Click next.
The system will display the interface where you can set the new password, which is shown in Figure 2-9.

Reset the password(2/2)

Username admin

Password

Use a password that has 8 to 32 characters, it
can be a combination of letter(s), number(s) and
symbol(s) with at least two kinds of them.
(please do not use special symbols like "™ ;: &)

Confirm Password

| Cancel I | Save l

Figure 2-9

Step 5

Reset Password and Confirm Password.

The password ranges from 8 to 32 digitals. It can contain letters, numbers and special characters
(excluding “”,“".%”“" “&”) . The password shall contain at least two categories. Usually we recommend
the strong password.

Step 6

Click Save and complete password reset.

The system will display the Login interface.
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3 Live
After you logged in, you can see the live monitor window. See Figure 3-1.
@lhua
1
4 W o :-:L R o & ©

Figure 3-1

There are four sections:

® Section 1: Encode setup bar

® Section 2: System menu

® Section 3: Window function option bar
® Section 4: Window adjust bar

3.1 Encode Setup

Note: Some series don’t support sub stream 2.
The encode setup interface is shown as in Figure 3-2.

Sub Stream 1 Sub Stream 2 Eeddtdesd m

Figure 3-2

Please refer to the following sheet for detailed information.
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Parameter

Function

Main stream

Click it to enable main stream video monitoring and click again
to disable it. Generally for storage and monitor.

Sub Stream 1

Click it to enable Sub Streaml video monitoring and click again
to disable it. When network bandwidth is insufficient, it
substitutes main stream for monitoring.

Sub Stream 2

Click it to enable Sub Stream 2 video monitoring and click again
to disable it. When network bandwidth is insufficient, it
substitutes main stream for monitoring.

Protocol

You can select stream media protocol from the dropdown list.
There are three options: TCP/UDP/Multicast

3.2 System Menu

System menu is shown as in Figure 3-3.

Please refer to chapter 2 Live, chapter 3 PTZ, chapter 4 Playback, chapter 5 Setup, chapter 6 Alarm,

chapter 7 Log out for detailed information.

r Live T PTZ Fla:bank T S-EtUB T Alarm Luanut ]

Figure 3-3

3.3 Video Window Function Option

The interface is shown as below. See Figure 3-4.

Please refer to the following

Figure 3-4

sheet for detailed information.

SN Parameter Function

1 Relay-out

It shows if there is any alarm output, status description is as
follows:

® Red: means there is alarm output.

® Grey: means alarm is over.

Click on the button to force alarm to be on or off.

10
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® When the video is in the original status, click it you can

2 Digital
Zo%m select any zone to zoom in. In the non-original status,
you can drag the zoom-in zone in specified range. Right
click mouse to restore previous status.
® Click it; you can use the middle button of the mouse to
zoom in/out the video size.
3 Snapshot Click on the button to snapshot, save picture to path in Ch
5.1.2.5.
4 Triple Click it to take snapshot upon the video at the frequency of
Snapshot one picture per second. All images are saved to path in Ch
5.1.2.5.
5 Record Click it to record the video. All videos are saved to path in
Chapter 5.1.2.5.
6 Easy focus | Click it, you can see there are two parameters on the preview
video: AF Peak and AF Max.
AF Peak: It is to display the video definition during the focus
process.
AF Max: It is the most suitable value for the video definition.
The close the AF Peak and AF Max is, the better the focus
effect is.
7 Audio Turn on or off audio when you are monitoring.
8 Talk Click it to start or end bidirectional talk.
9 Help Click it to open help file.

3.4 Video Window Setup

The interface is shown as in Figure 3-5.

3.4.1 Image Adjustment

7 —
& 100% 53 o it O

ONONONONORONONO)

Figure 3-5

See Figure 3-6 for image adjustment.

11
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Image Adjustment

Figure 3-6

Click this button to display/hide image control interface. Click it to open picture setup interface. This
interface is on the top right pane.
Please refer to the following sheet for detailed information.

Parameter Function

Video It is to adjust monitor video Note:

setup brightness. ® All the operations here apply
to WEB end only.

® Please go to Setup-

m It is to adjust monitor video

contrasiness. >Camera->Conditions to
a It is to adjust monitor video adjust corresponding items.
hue.

E It is to adjust monitor video
saturation.

Reset | Restore brightness,
contrastness saturation and
hue to system default setup.

3.4.2 Original Size
Click this button to go to original size. It is to display the actual size of the video stream. It depends on
the resolution of the bit stream.

3.4.3 Full Screen
Click it to go to full-screen mode. Double click the mouse or click the Esc button to exit the full screen.

12
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3.4.4 Width and Height Ratio
Click it to restore original ratio or suitable window.

3.4.5 Fluency Adjustment

There are three levels of fluency for you to select (Realtime, Normal, and Fluency). The default is
normal.

3.4.6 Rules Info

Click the button, preview image will display intelligent rules after enabling; it is “enable” by default.
3.4.7 Zoom and Focus
Click this button and the focus zooming interface appears on the right of preview interface, as shown in
Figure 2-7, click left mouse button to adjust focus zooming configuration.

Note:

» The product series which support motorized zoom, synchronous focus and back focus have this

button.

» Auto-focus after zoom and focus adjustment.

3.4.8 Fisheye/Trigger Track

Click the button, installation mode and display mode interface will show up on the right of the preview
interface, see Figure 3-7 and Figure 3-8, and single click to switch different installation modes and
display modes for fisheye, or switch different display modes for trigger track, it is enabled by default.
Note:

It is only supported by some models.

Zoom and Focus

Zoom Speed Ej

Restore All
Refresh

Regional Focus

Figure 3-7

13
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Parameter | Function
Zoom Adjust the focal length of the lens by clicking or long pressing “+"“-’buttons.
The speed is used to adjust the length of one step during single click.
Focus Adjust the sharpness of the lens by clicking or long pressing“+”. “-” buttons.
Step length is used to adjust the length of one step with one click.
Click to adjust the image definition automatically.
Auto- )
Note:
focus
Other lens operations are not allowed during the process of auto-focus.
Reset the lens to zero position to eliminate the accumulative error of lens.
Reset All | VO _ _ ) _
Please reset when the image adjustment is not clear or operating zoom focus many
times.
Refresh Synchronize the location of drag slider of lens and zoom focus after hardware zoom
focusing.
Regional | Click it and use the mouse to select a zone, then the device can auto focus within the
Focus specific region.

o

In-ceiling Mount Wall Mount

Installation Mode

Vo /.
oL Fl | é

Installation Mode

#a #a

Display Mode

Figure 3-8

Ground Mount

Installation Mode

0

. -p?

Display Mode

14
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parameter

Note

Installation Mode

Three modes which are ceiling mount, wall mount and ground mount.

Display Mode

It represents the display mode of the current image (default supports original
image mode), the display modes may be different according to different
installation modes. It is shown as follows:

e Ceiling: 1P+1, 2P, 1+2, 1+3, 1+4., 1P+6. 1+8.

e Wall: 1P, 1P+3. 1P+4. 1P+8.

e Ground: 1P+1, 2P, 1+3. 1+4, 1P+6. 1+8.

Note:

The default displays original image mode when switching installation mode.

In-ceiling/Wall/Ground

O

image

Original It menas the original image without de-warpping

In-ceiling/Ground

360°expanded rectangular panorama + independent
sub image, the sub image and the subbox in the
expanded rectangular panorama support zoom and
movement, for the expanded rectangular panorama
also supports left and right starting point movement.

—1p+1

Two related 180° expanded rectangular pictures, two
subwindows form 360° panorama anytime, which is
also called “dual panorama”. Two expanded
op rectangular pictures both support left and right
movement starting point, which are also linked by
eachother.

i

Original image + 2 independent sub images, both the
H—‘ sub image and the subbox in the original image
Q

(3]
|

support zoom and movement. The original image also
1+2 supports changing starting point by rotation (no such
display mode for ground installation).

Original image + 2 independent sub images, both the
sub image and the subbox in the original image
143 support zoom and movement. The original image also
supports changing starting point by rotation

3]

Original image + 4 independent sub images, both the
= sub image and the subbox in the original image

1+4 support zoom and movement. The original image also
supports changing starting point by rotation

360°expanded rectangular panorama +6 independent
sub image, both the sub image and the subbox in the
expanded rectangular panorama support zoom and
movement, for the expanded rectangular panorama
also supports left and right starting point movement.

—1P+6
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parameter Note
Original image + 8 independent sub images, both the
Q sub image and the subbox in the original image
I support zoom and movement. The original image also

supports changing starting point by rotation

Dol

1P

From left to right 180° expanded rectangular
panorama, which supports up and down movement
and changes vertical angle of view.

X

1P+3

180° expanded rectangular panorama+3 independent
sub images, both the sub images and the sub box in
the expanded rectangular panorama support zoom
and movement, expanded rectangular panorama
supports up and down movement and changes vertical
angle of view.

Wall

1P+4

180° expanded rectangular panorama+4 independent
sub images, both the sub images and the sub box in
the expanded rectangular panorama support zoom
and movement, expanded rectangular panorama
supports up and down movement and changes vertical
angle of view.

| B

1P+8

180° expanded rectangular panorama+8 independent
sub images, both the sub images and the sub box in
the expanded rectangular panorama support zoom
and movement, expanded rectangular panorama
supports up and down movement and changes vertical
angle of view.

Display Mode

Al 5
.......II'

Figure 3-9

Enable the trigger track on the interface of tripwire or intrusion, and draw the rule of tripwire or intrusion,
the scene of trigger track window will change according to the moving object when it triggers rule alarm
until the moving object disappears from the view range of the camera. Please refer to “5.3.4 IVS” for
more details about the rules drawing and parameter config of tripwire and intrusion.

Trigger track includes three modes which are 1P, 1P+3 and 1P+5.

[ E 1P: Original picture

16
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o . 1P+3: Original picture and three trigger track windows, it can adjust the location and size of

three trigger track windows on the original picture.

e || [ |1P+5: Original picture and five trigger track windows, it can adjust the location and size of

five trigger track windows on the original picture.

17
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4 PTZ Control

Here you can view direction keys, speed, zoom, focus, iris, preset, tour, scan, pattern, aux on, off and
PTZ setup button.

Note

Before PTZ operation, please make sure you have properly set PTZ protocol. (Please refer to Ch 5.5.3).
Currently only IPC-HFXXXX series and —PT series products can support PTZ function.

Parameter Note

L PTZ supports eight directions: left/right/up/down/upper left/upper right/bottom
PTZ direction left/bottom right.

It controls rotation speed. The longer the step length, the higher the speed.
Step length control PTZ, zoom, focus and iris.

Use mouse to draw a box in monitoring video, PTZ will rotate and focus to
Quick Position | Quickly positioning.

Speed

@
000
060
000
speed(1-2). [HET
© 0
© 0
-0

PTZ Settings
oo ]

Figure 4-1
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000
0®o
00O

speed(1-5): [jE

© 0

© O
© -0

PTZ Settings

Figure 4-2

PTZ setting interface is shown as in Figure 4-3.
Here you can set scan, preset, tour, pattern, assistant function and light and wiper plus view coordinate.

PTZ Settings

Figure 4-3

4.1 Scan

Scan interface is shown in Figure 4-4.

19
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PTZ Settings

Set Left Set Right

Figure 4-4

Steps to scan are:

Set Left Set Right

Step 1. Click on Set button, display icon.

Step 2. Move via direction key to select left, click on Set Left to set left border of camera
Step 3. Move via direction key to select right, click on Set Right to set right border of camera.
Step 4. Complete scan path setup.

4.2 Preset

Preset interface is shown in Figure 4-5.
PTZ Settings

Preset

Steps to preset are:

Step 1. In preset box, input preset value.

Step 2. Click on Go to, camera rotates to preset position.

Step 3. Use direction key to rotate camera, and in preset box input preset value.
Step 4. Click on Add to add a preset. Range of preset relates to PTZ protocol.

4.3 Tour



alhua .
Cym Dahua Network Camera Web 3.0 Operation Manual
Tour interface is shown in Figure 4-6.

PTZ Settings

P Start W Stop

Figure 4-6

Steps to tour are:

Step 1. In tour box, input tour path value.

Step 2. Click on Add. Range of tour relates to PTZ protocol.

Step 3. In preset box, input preset value.

Step 4. Click on Add as to add a preset in this tour. If click on Del, it deletes this preset in tour.
Note:

You can add more than one preset here, or delete more than one preset.

4.4 Pattern

Pattern interface is shown in Figure 4-7.

PTZ Settings

5
EZIETR

Figure 4-7

Steps to set pattern are shown as follows:
Step 1
Input pattern serial number value in the box, click “Add” and it will display “Start Rec” and “Stop Rec”.
Step 2
Click “Start Rec” to implement a series of operations such as zoom, focus, iris, direction and so on.
Step 3
21
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Click “Stop Rec” to complete the setting of a pattern path.
Step 4
Click “Start” and it will start pattern according to the pattern path which has been set; click “Stop” and

the pattern ends.

4.5 Assistant

Assistant interface is shown in Figure 4-8.

PTZ Settings

Assistant

Aux On Alx Off

Figure 4-8

Steps to assistant are:

Step 1. In assistant box input assistant value.

Step 2. Click on Aux On to turn on aux function.
Click on Aux off to turn off aux function.

4.6 Light/Wiper
Light wiper interface is shown in Figure 4-9.

PTZ Settings

Light Wiper -

Enable Disable

Figure 4-9

Steps to light wiper are:
® Click on Enable to enable light wiper function.
® Click on Disable to disable light wiper function.
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5 Playback

Web client playback supports video playback and picture playback.
Note:
Before playback, user shall set storage management as in Ch. 5.4.

5.1 Playback

The playback interface is shown as in Figure 5-1.

e (G

SR SD Card [~

< IS >
Sun Mon Tue Wed Thu Fri Sat

1
2)3|45 6 78

9 10 11 12 13 14 15
1617 18 19 20 21 22 EEE
2324125126 |27 28| 29

a0 [31]

-
1 00000 O CIEEEETTEID

Stop Record Type M Al [ General m [ Moton M [ Alam Manual B [CETH ICI

Figure 5-1

There are four sections:

Section 1: Function of play
Section 2: Playback file
Section 3: Play time cut
Section 4: Record type
Section 5: Progress bar
Section 6: Assistant function
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5.1.1 Function of Play
The function of play is shown as in Figure 5-2 and Figure 5-3.

00000 O =0

O @ 6@ @ 6 ® @ @-1

Figure 5-2

00000 O =0

© e 6 e 6 ® O &2

Figure 5-3
Parameter Function
@ Pla When you see this button, it means pause or not played record. Click on this
y button, switch to normal play status.
@ Stop Click this button to stop playing.
Click on this button to go to next frame.
@ Play by frame Note:
You shall pause record when you use this function.
@ Slow Click on this button to play slowly.
® Quick Click on this button to play quickly.
® Silent When this button displays, it means audio is silent. Click on this button to
switch back to normal.
@ Volume Click on left mouse to adjust volume.
-1 Fisheve Click this button and fisheye device can adjust display mode according to
y different installation mode during the process of playback.
Click the button and it will playback and display intelligent rules and object
-2 Rule Info detection box if the video is equipped with intelligent rule info after the
function is enabled, it is off by default.
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5.1.2 Playback File
In calendar, blue date represents data currently has video record or snapshot. See Figure 5-4.

Data Src  RIEEET) 7
< 2013 I8

Sun Mon Tue Wed Thu Fri Sat

Parameter Function
) e Select “dav”, as video playback.
File Type - .
e Select “jpg” as picture playback.
Data Source Default is SD card.

Step 1. Click on data in blue, time axis displays record file progress bar in color. While, green represents
normal record, yellow represents motion detect record, red represents alarm record, and blue
represents manual record.

Step 2. Click on certain time on progress bar, playback starts from this time. See Figure 5-5.

Figure 5-5

Step 3. Click on file list = , select date file will be displayed in list.

Step 4. Double click on file in list, playback this file and display file size, start time and end time.
See Figure 5-6.
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00 : 00 : 00 - 23 : 59 : 59 jfe}

Download Format @ dav © mp4

Start Time  File Type
154939 H @
15:50:07
15:54:38
16:25:13
16:31:35
16:32:06
16:45:58
16:54:00

OCO0O00O0000

17:00:54

<171 » » KN D
Begin Time:
End Time:

File Size:

Parameter Function

BSearch It means records within searched start time and end time on the date.
Download .

Format There are two formats: dav, mp4.
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Parameter Function

m ® click the download button and download file to path in Ch. 5.1.2.5.
Download ® System does not support download and playback at the same time.

rs

Back Click on back button to go to calendar interface.

5.1.3 Playback Cut

Note:

Playback cut function will automatically pause playing record as playback cut and playback cannot be at
the same time.

Step 1. Click on start time to cut on time axis. This time must be within progress bar range.

—_—

Step 2. Move mouse to cut icon gﬁ . You will be ask to select start time. Click on cur icon 5‘5 as

finish cutting.

Step 3. Click on playback cut end time on time axis. This time must be within progress bar range.
— —

Step 4. Move mouse to cut icon-& you will be asked to select end time. Click on cut icon .& as
finish cutting.
Step 5. Click on Save button to save file cut to path in Ch 5.1.2.5. See Figure 5-7.

00:00:00-00:00:00 B

Figure 5-7

5.1.4 Record Type
After checking record file type, only selected file will be displayed in progress bar and file list. Users can

also select the record type to be displayed via the dropdown box which is above the file list. See Figure
5-8.

Record Type [ Al [ General [ Motion @ & Alarm & Manual W

Figure 5-8

5.1.5 Progress Bar
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O zhr O nr | O 30min

Figure 5-9

Parameter Function

(O z4hr 24 hours Click on it, means video in past 24 hours.

©zhr |, hours Click on it, means video in past 2 hours.
Oinr |, hour Click on it, means video in past 1 hour.
®:z0min 30 min Click on it, means video in past 30 min.

5.1.6 Assistant Function
Video playback assistant function is shown in Figure 5-10.

Figure 5-10

Parameter Function

Digital Zoom restore its original size.

e Click on it, video in playback status if is in original size, user can
zoom in any area, If it is not in its original size, Right mouse click to

e Click on this button, you can scroll to zoom in.

Snapshot will be saved to path in Ch. 5.1.2.5.

E] Click on this button, you can snapshot video under playback status.
Snapshot

5.2 Picture Playback

Web client picture playback interface has the following three functions:

Parameter Function

1 Play function bar
2 Playback file bar
3 Snapshot type bar
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See Figure 5-11.

@Jhua

@

FileType |1 =
Data Src SD Card

e < T

Sun Mon Tue Wed Thu Fri Sat
1 213J4)5])6])7
8910111213} 14
15| 16| 17 (48 8 |20} [23]
22 12342412526 | 27 | 28

29 130 | 31

[>)

Snapshot Type All General W Event M Alarm

Figure 5-11

5.2.1 Play

oo

Figure 5-12

Default icon is E and it means pause or not played picture. Click on play button to switch to

normal play status. lcon become m

Click on it to pause.
5.2.2 Playback File
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< 2013 S

Sun Mon Tue Wed Thu Fri Sat

Figure 5-13

Step 1. Click on file list = , select snapshot file of the date.

Step 2. Double click on file in list, to play this snapshot.

Parameter

Function

n Search

It means all snapshot files within the start time and end time of selected date.
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Parameter Function
m Click the download button to open snapshot file or directly download to local
Download according to the browser types.

& Back Click the back button to return to calendar interface and re-select time.

00 : 00 : 00 - 23 : 59 : 59 jfe}

Start Time  File Type
13:23:16 " O
13:24:55
13:25:09
13:25119
13:25:29
13:25:40
13:25:50
13:26:09
13:26:19
13:27:41
13:27:51
13:28:01

=
9

&
I (clcReNeNeNelelleRe e

M <€1/1p P

Figure 5-14
5.2.3 Snapshot Type
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After checking snapshot file type, in file list only display file of selected type. Users can also select the
snapshot type to be displayed via the dropdown box above the file list. See Figure 5-15.

Snapshot Type All General Event W Alarm

Figure 5-15
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6 Setup

Web client setup support camera, network, time, storage, system and system info view.

6.1 Camera

The camera setting includes conditions, profile management, zoom and focus.

6.1.1 Conditions

Note:

The camera parameter may be different according to different models, please refer to the actual product

for more details.

6.1.1.1 Picture

Note:

The device which supports true WDR fails to support long exposure when true WDR is enabled.

Step 1

Select “Setup > Camera > Conditions > Picture” and the system will display the “Picture” image which is

shown in Figure 6-1.
aJhua

- TECHNOLOGY

— Profile Day
> Video

> Audio | Style  Standard |Z|

Network R B —— YEICoUIE Brightness (=] 0 50
Event > S LBkt Contrast (=] 0 50
Storage 3 Y Ui Saturation (=] 0 50
System A » Day &Night Sharpness (=] 0 50
Information 4 » IR Light Gamma (=) 0 50

Mirror ©) ON @ OFF

Flip | 0° E

Default | | Refresh I \

Figure 6-1
Step 2
Set picture parameters; please refer to the following sheet for more details about parameter setting.
Parameter Note
Style It is to set the picture style, which includes standard, soft and vivid.
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Parameter

Note

Brightness

It is to adjust the image overall brightness via linear adjustment mode.
The larger the number is, the brighter the picture is, and on the contrary it
is opposite. The picture get blurry easily when the value is set too big.

Contrast

It is to adjust the picture contrast. The bigger the value is, the bigger the
bright contrast becomes, and on the contrary it is smaller. The dark area
becomes darker and the bright area becomes overexposed easily when
the value is set too big. The picture becomes blurry when the value is set
too small.

Saturation

It is to adjust the color darkness and lightness. The color becomes darker
when the value is bigger; on the contrary it becomes lighter. The value
causes no influence to the overall brightness of the image.

Sharpness

It is to adjust the sharpness level of the picture edge. The bigger the
sharpness value is, the more obvious the image edge becomes, the image
is likely to generate noise more easily when the value is set too big.

Gamma

It is to change image brightness and improve the dynamic display range of
the image via nonlinear adjustment mode. The bigger the value is, the
brighter the picture becomes, and on the contrary it is opposite.

Mirror

After mirror is enabled, the monitoring image will be displayed invertedly.

Flip

It is to change the display direction of the monitoring image.
It includes following options:
e Normal: The monitoring picture is normally displayed.

e Flip mode 1. The monitoring picture is displayed with clockwise
rotation 90°

e Flip mode 2: The monitoring picture is displayed with anticlockwise
rotation 90°

e 180°: The monitoring picture is displayed upside down.
Note:

Please set the video resolution as 1080P or lower when applying flip mode
for some devices.

EIS

It can realize electronic anti-flicker function via comparison algorithm of
image difference, which can effectively solve the problem of image jittering
during application and it can make the image clearer.

Step 3

Click “Save” and complete the image parameter config of the camera.
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Select “Setup > Camera > Conditions > Exposure”. The system will display the “Exposure” interface

which is shown in Figure 6-2.

> Video

> Audio
Network
Event
Storage
System

Information

Profile Normal

» Picture

Anti-flicker | Outdoor

[=]
PEm | ode| Aut B

» Backlight

Autolris @ ON () OFF
» WB = =
3DNR@ ON ) OFF

Grade (=] 0 50

» Day & Night

» IR Light

Figure 6-2
Step 2
It is to set the exposure parameter, please refer to the following sheet for more details.
Parameter Note
® You can switch to exposure mode when it is in outdoor
mode, it can realize the result in the corresponding exposure
mode.
® 50Hz: When the current is 50Hz, system can auto adjust the
Anti-flicker

exposure according to the environment brightness in case
there is any stripe.

60Hz: When the current is 60Hz, system can auto adjust the

exposure according to the environment brightness in case
there is any stripe.
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Parameter Note
It is the camera exposure mode.
Note:
® When “Anti-flicker” is “Outdor”, the “exposure mode” can be
set as “gain priority” or “shutter priority” mode.
® Different devices have different exposure modes; please
refer to the actual interface.
It includes the following options:
® Auto: It can auto adjust the image brightness according to
the environment.
® Gain priority: The device can auto adjust according to the
gain range which is set by priority during normal exposure
range according to the different scene brightness. The device
will auto adjust shutter value if the image brightness fails to
reach the effect and the gain value has reached to upper limit
Mode or lower limit, which is to make the image reach the best
brightness.
® Shutter priority: The device can auto adjust according to the
shutter range which is set by priority during normal exposure
range according to the different scene brightness. The device
will auto adjust shutter value if the image brightness fails to
reach the effect and the shutter value has reached to upper
limit or lower limit, which is to make the image reach the best
brightness.
® Iris priority: Iris value is fixed, the device can auto adjust the
shutter value if the image brightness fails to reach effect and
the shutter value has reached the upper limit or lower limit,
the device can auto adjust the gain value to make the image
reach the best brightness.
® Manual: It is to manually set gain value and shutter value,
adjust the the displayed brightness of the image.
It can set the parameter when the camera installs auto iris.
® The lens iris can auto adjust the size according to the
environment after auto iris is enabled, then the image
Auto Iris brightness will change accordingly.
® The iris value reaches the max when disabling auto iris, the
lens iris will not change according to the environment
brightness.
It is to process the image with multiframe (at least two frames), it
3D NR can realize noise reduction of the image by using the interframe
information between the previous and latter frame.
Grad It can set the parameter when “3D NR” is enabled.
rade
The bigger the grade is, the better NR effect it can realize.
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Step 3

Click “Save” to complete the parameter config of camera exposure.

6.1.1.3 Backlight

Backlight mode can be divided into BLC, WDR and HLS.

BLC: it can avoid cucoloris phenomenon of the darker area in the backlight environment.

WDR: It can suppress the overbright area and compensate darker area by enabling WDR, which can
make the overall image clear.

HLC: It is to weaken the high light, which can be applied in the areas such as toll gate, entrance and exit
of the parking lot and etc. As for extreme light, it can snapshot the human face in the dark environment
and it can realize better effect for the details of the plate number.

Step 1
Select “Setup > Camera > Condition > Backlight”, the system will display the interface of “Backlight”
which is shown in Figure 6-3.

q Zoom and Focus

Profile Normal E

Ny )
> Audio < B’ Ficure Mode | OFF [
Network e = a— » Exposure

Event — » Backlight

Storage . BN s wB
System 5 » Day & Night

Information » IR Light

| Default ‘ ‘ Refresh | | Save I

Figure 6-3

Step 2

Set the backlight parameter.

® \When the “Mode” is set as “Scene Self-adaptation”, the system will auto adjust the image
brightness according to the environmental brightness, which is to make the object display clearly in
the scene.

® When the “Mode” is set as “BLC”, it can select default mode or customized mode.

€ When selecting “Default” mode, the system can realize auto exposure according to the
environment, which is to make the image in the darkest area clear to be seen.
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€ When selecting “Customized” mode, the system can realize exposure upon the selected area
after it set customized area, which is to make the image of the selected area reach
appropriate brightness.
® \When the “Mode” is set as “WDR”, it will lower the brightness of the area with high brightness and
enhance the brightness of the area with low brightness, which is to make the objects in both high
brightness and low brightness area display clearly.
Note:
There may be video loss of a few seconds when the camera is switched from non WDR mode to WDR
mode.
® When the “Mode” is set as “HLC”, the system will constrain the brightness of the area with high
brightness and decrease the size of the halo area, which is to lower the brightness of the whole
image.
Step 3
Click “Save” to complete the config of the backlight mode.

6.1.1.4 WB

WB is used to restore the white object in the scene by the camera, after WB mode is set, it can make
the white object look white in different environments.

Step 1

Select “Setup > Camera > Conditions > WB”, the system will display the interface of “WB”, which is
shown in Figure 6-4.

Profile Normal
> Video

> Audio e Lificuc Mode | Auto E
Network e = - » Exposure
Event = S » Backlight

System » Day & Night

Information » IR Light

| Default I | Refresh l i Save ‘

Figure 6-4

Step 2
Set WB mode.
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® When the “Mode” is set as “Auto”, the system can auto compensate white balance upon different
color temperatures, which is to make the image color normal.

® When the “Mode” is set as “Natural”, the system can auto compensate white balance to the scene
without artificial light, which is to make the image color normal.

® When the “Mode” is set as “Street Lamp”, the system can auto compensate white balance to the
outdoor scene at night, which is to make the image color normal.

® When the “Mode” is set as “Outdoor”, the system can auto compensate white balance to the most
outdoor scenes with natural light and artificial light, which is to make the image color normal.

® \When the “Mode” is set as “Manual”, it can manually set the value of red gain and blue gain; the
system can compensate the different color temperatures in the environment according to the
settings.

® \When the “Mode” is set as “Regional Custom”, it is to set customized area, the system can
compensate white balance to different color temperature of the images in the area, which is to
make the image color normal.

Step 3
Click “Save” to complete the config of WB mode.

6.1.1.5 Day & Night

It is to set the switch between color mode and black & white mode.

Step 1

Select “Setup > Camera > Conditions > Day & Night” and the system will display the interface of “Day &
Night”, which is shown in Figure 6-5.

. Profile  Normal
> Video

> Audio e tapacus Mode Auto E
Network e - - B Sensitivity | Middle [+]

Event s - » Backlight Delay 6S

storage = " » WB

» Day & Night

System

Information » IR Light

| Default | | Refresh I | Save I

Figure 6-5
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Set day & night parameter; please refer to the following sheet for more details.

Parameter

Note

Mode

It is to set the camera image displayed as color or black & white mode.

Note:

The setting of “Day/Night Mode” is not affected by the setting of “Profile

Management”.

It includes the following options:

® Color: The camera image is displayed as color image.

® Auto: The camera can auto select color image or black & white image
to be displayed according to the environmental brightness.

® Black & white: The camera image is displayed as black & white image.

Sensitivity

The parameter can be set when the “Day/Night Mode” is “Auto”.
It is to set the sensitivity of the switch between image color display and
black & white display.

Delay

The parameter can be set when the “Day/Night Mode” is “Auto”.
It is to set the switch delay between image color display and white & black
display. The smaller the delay is, the faster of the switch becomes between

color display and black & white display.

Step 3

Click “Save” to complete the config of day/night mode.

6.1.1.6 Defog

The image quality will become weak when the device is in the environment with fog or haze, you can
enable defog function to adjust the image definition.

Step 1

Select “Setup > Camera > Conditions > Defog” and the system will display the interface of “Defog”
which is shown in Figure 6-6.
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_ Conditions \ Profile| Day
> Video

> Audio , | > Piure Mode OFF [=]
Network B = 4 B » Exposure

Event s » Backlight

Storage e B, » WB

System » Day & Night

Figure 6-6

Step 2

It is to set defog mode according to the actual scene.

® \When the “Mode” is set as “Manual’, it is to manually set intensity and air light mode, the system
will adjust the image definition according to the intensity and air light mode which have been set
previously. As for air light mode, you can set manual or auto.

® When the “Mode” is set as “Auto”, the system will auto adjust the image definition according to the
actual scene.

® When the “Mode” is set as “Off”, then the defog function is disabled.

Step 3
Click “Save” to complete the config of defog mode.

6.1.1.7 IR Light

You can directly set the mode of IR light if the device is equipped with IR light.

Step 1

Select “Setup > Camera > Conditions > IR Light” and the system will display the interface of “IR Light”
which is shown in Figure 6-7.
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> Video
> Audio
Network
Event
Storage

System

Information » IR Light
. o
.

Step 2
Itis to set
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Profile Normal

Pictu
» Picture Mode | SmartiR EI
» Exposure
» Backlight
» WB

» Day & Night

[ oeaut |[  Refesn |[  saw |

Figure 6-7

IR light mode according to the actual scene.

® \When the “Mode” is set as “Manual’, it can manually set the brightness of IR light; the system will
realize light compensation to the image according to the IR light intensity.

® When the “Mode” is set as “Smart IR”, the system can adjust the light brightness according to the
actual scene.

® \When the “Mode” is set as “Zoomprio”, the system can auto adjust the IR light according to the
brightness change of the actual scene.

L 4

L 4
® \When
Step 3

The system will enable near light by priority when the actual scene becomes dark, the system
will enable the far light when the near light fails to meet the requirement of scene brightness
even if it is adjusted to the brightest.

The system will adjust far light brightness by priority to off and then adjust the brightness of
near light when the actual scene becomes bright. The system will always disable far light
when the focal length of the lens is adjusted to a certain wide angle, which is to avoid near

overexposure. Meanwhile, it can manually set light compensation to slightly adjust the
brightness of IR light.

the “mode” is set as “Off”, it will not enable the IR light.

Click “Save” and complete the config of IR light.
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6.1.1.8 Profile Management

Step 1

Select “Setup > Camera > Conditions > Profile Management” and the system will display the interface of

“Profile Management”.

Step 2

Set profile management.

® \When th